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This study was conducted to investigate consumers’ attitudes towards data privacy. As data
privacy is a growing concern, there have been studies on consumers’ attitudes towards data
privacy over the years. Previous research results suggest that age has an impact on consumer
attitudes towards data protection. The purpose of this study is to compare the attitudes of

younger and older consumers to find significant differences.

The research data was collected using an online questionnaire and the results of the survey
were analysed with variance analysis (ANOVA). The results of the analysis show that there
are differences in the attitudes of younger and older consumers to data protection. Younger
consumers see sharing of personal information online as a part of the modern economy and
unlike older consumers do not set such high importance on the consents whenever their
activities are being tracked online. Similarly, the younger consumers are not as worried about
single data breaches as older consumers. In addition, younger consumers take more proactive
action such as adjust their privacy settings and use data security software’s to protect their

personal data where older consumers shift this responsibility to companies.

It is expected that consumers’ growing awareness and critical attitude towards data privacy
will be an increasingly important factor in the processing of personal data, and it is important
for the consumer product companies to take this into account when designing their marketing
strategies. Data protection requirements should not be seen as a burden, but as an effective

way to build consumer trust in the company.
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Tama tutkimus tehtiin kuluttajien asenteiden selvittdmiseksi suhteessa tietosuojaan. Koska
tietosuoja on kasvava huolenaihe, on vuosien varrella tehty tutkimuksia tdhan liittyen. Aiemmat
tutkimustulokset viittaavat siihen, ettd ialla on vaikutusta kuluttajien asenteisiin suhteessa
tietosuojaan. Taman tutkimuksen tarkoituksena on verrata nuorempien ja vanhempien

kuluttajien asenteita merkittavien eroavaisuuksien I6ytamiseksi.

Tutkimusaineisto kerattiin verkkokyselylomakkeella ja kyselyn tulokset analysoitiin kayttaen
apuna varianssianalyysia (ANOVA). Analyysin tuloksista kay ilmi, ettd nuorempien ja
vanhempien kuluttajien asenteissa suhteessa tietosuojaan on eroja. Nuoremmat kuluttajat
kokevat henkil6tietojen jakamisen verkossa osaksi nykytaloutta. Toisin kuin vanhemmat
kuluttajat, nuoremmat kuluttajat eivat aseta yhta suurta merkitysta suostumuksille aina, kun
heidan toimintaansa seurataan verkossa. Nuoremmat kuluttajat eivat myéskaan ole yhta
huolestuneita yksittaisistd tietosuojarikkomuksista kuin vanhemmat kuluttajat. Lisaksi
nuoremmat kuluttajat tekevat enemman ennaltaehkaisevia toimia suojellakseen
henkil6tietojaan, kuten muokkaavat tietosuoja-asetuksiaan ja kayttavat tietoturvaohjelmistoja,

kun taas vanhemmat kuluttajat siirtavat tdman vastuun yrityksille.

On oletettavaa, etta kuluttajien kasvava tietoisuus ja kriittinen asennoituminen on jatkossa yha
merkittdvampi  henkildtietojen  kasittelyd ohjaava tekija ja on tarkeda, etta
kuluttajatuoteyritykset ottavat tdman huomioon suunnitellessaan markkinointistrategioitaan.
Tietosuojan asettamia vaatimuksia ei suinkaan tulisi nahda taakkana, vaan tehokkaana

keinona rakentaa kuluttajien luottamusta yritysta kohtaan.

www.manaraa.com



TABLE OF CONTENTS

1 L1 (o Te LW Lo o o TR 1
1.1 BACKGIOUNG ...t et ettt et e e e te e e eareeeteae e 1
1.2 Statement of the ProbIemM ... 2
1.3 Research questions and 0bjJeCtiVES............ccuviiiiiiiiicc e 4
1.4 Main concepts and delimitations...........cc..coooiiiiiiiiic e 5
1.5 Conceptual framMEWOTK...........oooiiiiiieciee et et 6
1.6 Structure of the theSIS.........cciiiiiie e 7

2 Consumers’ attitudes towards data privacy....cc.cccceeecrerccceccrcerenseccnsnnecsesecsanens 8
2.1 ONIINE PLIVACY .....uviiitieeeee e ettt e e et e et e e et e e sebeeeetsaeeareeas 8

2.11 Data security and Privacy ..........couveeciieiiiiieee e 9
2.1.2 Ethical aspects of data security and privacy..........c..ccccceevviiiciiccecccinnn, 10
2.1.3 Concerns over ONliNE PriVaCY...........oovuviiiieeeiieeeiee et 11
2.2 Data EXChANGE ... et 11
2.21 Data collection and web analytiCs ............cccoveiiiiiiiiiciiceeceeeee e, 12
222 PersonaliSation.............oocueiieiii e s 13
223 Attitudes towards data exchange ... 13
2.3 Personal data PriVACY .......c..ooouiiiiiee e 14
2.3.1 Building consumer trust through data security and privacy..................... 15
2.3.2 Perceptions of personal data privacy........cccccocoviiieiiciiicciicceeecee e 16
24 Data protection 1egisIation..............coooiiiiiiiie e 17
241 EU’s data protection [aws...........cc.ooooiiiiiiiiiiiceeeeee e 18
242 Awareness of specific data protection laws.............ccccovieiiiiiiiiinces 20
2.5 Summary of the literature revIiEW............ccooeoiiiiiii e 20

3 RESEAICH dESIgN ......cueeeeeeieeeiccericnerccreeecnneccsneecsaessssasssssnssssanssssasssssansssanssssasssssanes 21
3.1 Research MethOodsS. ..o e 21
3.2 HYPOthesis tEStING......cc.voiiii e 22
3.3 Data COIBCHION ...ttt s ae e e s ens 23
3.4 SAMPIE SEIECHON. ...t e 24
3.5 RESEAICH PrOCESS .....oiiiiiiiie e et e tb e e e ettreeeeeaes 24

4 Results and diSCUSSION ......uuivuieiiiisuinsinnenisnissinnensssisssssssnssssssssssssssssssssssssssssasens 25
4.1 General description of data...........cccooooiiiiiiii 25
4.2 Descriptive statiStiCs ........oouviiiiiice e 25

4.2 .1 Onlin€ PriVaCY CONCEINS .......cocuviiiiiieceieeeetiee et e et eeae e et et eveeeeareeeaee s 25

www.manaraa.com



4.2.2 Attitudes towards data exchange ... 29

4.2.3 Perceptions in personal data privacy .........c.ccccoeeveiieeiiiciic e, 35

424 Awareness of specific data protection laws.............cccccooeeiiiiiiiiiiiccee 43

4.3 ANAlYSIS Of VANANCE ...t et 45
4.3.1 Difference in concerns over onling privacy..........cccceeeveeeveeecceeeciee e, 46

4.3.2 Difference in attitudes towards data privacy..........cccccoeoeeviiiiciicciicccnn, 47

4.3.3 Difference in perceptions of personal data privacy...........c.cccocoeeviieennn. 49

434 Difference in awareness of specific data privacy laws ...............c............ 50

4.4 SUMMAry Of fINAINGS ...c..viiiieieece e e 51
4.5 [ ET o1 U E= 1] o o USRS 52

5 Conclusions, limitations and suggestions for further research....................... 54
5.1 SUMIMAIY ...t ettt ettt e e et e e e ete e e ett e e etaeeeabeeeetteseteaeeaees 55
5.2 GeENEral CONCIUSIONS ......couiiiiieiiieiie ettt ettt et tae st eebeesaaesneeeneeas 55
5.3 LIMitAtIONS. ...t en 56
54 Suggestions for further research ...........ccooooiiiiii i 58
(2= (=T =T g Lo =TT 59

Appendix 1: Web-questionnaire
Appendix 2: Survey results
Appendix 3: ANOVA results

www.manaraa.com



LIST OF TABLES

Table 1: ReSEArCh ODJECHVES .......cccooeeiiiiei e 5

Table 2: Summary of the literature reVIieW ... 20

LIST OF FIGURES

Figure 1: Conceptual framEWOIK............coiiiiiiiiie i e e e e e eaaanes 6
Figure 2: Structure of the thesSiS........ccooi oo 7
Figure 3: RESEAICH PrOCESS .....covvviiiiie ittt e e e e e e e e et e e e e e e eeeenaaa 24

Figure 4: Personal information on computer, smartphone or tablet can only be accessed with

= I 0214 0 1 E=T= (o o IO PSPPPRPRPRN 26
Figure 5: Confidentiality of emails and instant messages is guaranteed............................... 27
Figure 6: Tools for monitoring activities can only be used with a permission ........................ 28
Figure 7: The level of concerns over data privacy online ...............oceeeeeeiiiiiiiiiiccee e, 29
Figure 8: Sharing data and personal information online is part of modern economy............. 30

Figure 9: Exchange of personal information is essential for the smooth running of modern

011 =] U UPRPPPPPRPRN 30
Figure 10: | am happy with the amount of personal information | give to companies ............ 31
Figure 11: | feel more aware of how my data is used and collected than in the past............. 32

Figure 12: | feel more comfortable with the idea of exchanging some personal data with
companies than | did PrevioUSIY...........ouuueiiiii e 32

Figure 13: Recent news headlines about data security breaches have heightened my

awareness about my own personal data privacy........cccevueeiiieiiiie e 33
Figure 14: The average level of control in specific areas of data exchange........................... 34
Figure 15: Actions taken to protect personal data.............ccoooo i, 36

Figure 16: Activities that consumers would allow companies to analyse by using software
programs in order to send targeted advertisements or coupons..............cccceevveeiiiinnennns 37
Figure 17: Factors that increase consumers trust in companies in protecting personal
information When ONliNe ... 38
Figure 18: | am more likely to purchase from companies that | believe protect my personal
k0] 1.4 F=1 o o 1P 39
Figure 19: | avoid purchasing from companies that | do not believe protect my personal
INFOIMALION.....eiiiiiieee ettt eeees 40
Figure 20: Even a single data breach would negatively impact my likelihood to buy from a

company iNthe fULUME .......oooi e e e e e eeaaaes 40

www.manaraa.com



Figure 21: | would be forgiving of company that had one single data breach of my personal

data as long as they quickly addressed the iSSUe ...........c..coiiiiiiiiiiiiii e, 41
Figure 22: | believe most companies are adequately protecting my personal information.....42
Figure 23: | know which companies protect my personal information ...............ccccooooooiiiien. 42
Figure 24: Awareness of the General Data Protection Regulation (GDPR)...............ccceeeee. 44
Figure 25: Awareness of the ePrivacy Regulation (€PR) ...........coovviiiiiiiiiiiiceee e, 45
Figure 26: Analysis of variance in QUESLION 4............ooooiiiiiiii i 46
Figure 27: Analysis of variance in qUESLION 5............oooiiiiiiii e 47
Figure 28: Analysis of variance in qUESLION B..............oouviiiiiii i 47
Figure 29: Analysis of variance in QUESLION 7............oooiiiiiiiiii i 48
Figure 30: Analysis of variance in quUestion 11..........oooiiiiiii e 50
Figure 31: Analysis of variance in questions 12 and 13 ..., 51

www.manaraa.com



ACKNOWLEDGEMENTS

Writing my thesis has been a challenging yet rewarding task. It has taken many hours and a
plenty of coffee to finish this job. During this process | have learned a lot, not only academically

but also about myself.

I would like to express my gratitude towards all the people who have been a part of this journey.
First and foremost, | would like to thank you my friends and family, who have motivated me
and kept a sense of humour when | had lost mine. | would also like to thank my supervisor
Asta Salmi, for the help to get my research focus and giving me helpful tips for finalising my

thesis.
Lastly, | would like to express my appreciation to the academic staff and my fellow students in
the Lappeenranta-Lahti University of Technology LUT for the great time during my master’'s

studies.

Helsinki 3.3.2019

Mia Nummila

www.manaraa.com



1 INTRODUCTION

This research is conducted to identify differences and similarities in attitudes towards data privacy
between younger and older consumers. The introduction chapter will present the background of the
research as well as statement of the problem. In reflection to the research problem, the research
question and objectives are given to justify the more specific goals the research aims to cover.
Finally, the structure of the research paper is presented to give the reader a general picture of the

upcoming.

1.1 Background

Since the advent of the Internet, there has been an exponential growth in the production of data and
the amount is only expected to grow as more and more, electronic devices are connected online
(Baker 2018). The popularity of mobile applications, e-commerce, and social media sites proofs the
benefit that consumers are enjoying from information and communication technologies (Romanosky
& Hoffman & Acquisti 2014). The technological developments and increase in computing power and
data storage capacity, have provided the opportunity for marketers to generate large amounts of
data about their customers (Hazari & Brown 2013, Tene & Polonetsky 2012). Thus, data has become

a source of submerse economic and social value for the global economy (Polonetsky 2013).

According to Chris Combemale (2017), customers prefer to receive personalised advertisements
from above any other type of content and data is the only way marketers can offer the relevance
they demand. Data comes from interactions with a brand (first-party data) and a range of other
different sources (second- and third-party data). By combining different data sets, marketers can
improve the relevancy of their advertising. Lindsay Tjepkema (2018) says data-driven marketing has
become a fundamental part of advertising and overall business strategy. Insights pulled from the
analysis of big data allows to form predictions about customers future behaviours. Both consumers
and businesses benefit from the personalised marketing, clear-cut clarity, multi-channel experience,
refined customer experience and better product development that are made possible with only data-

driven marketing.

At the same time, the amount of personal data collected and the uncertainty of how it is used and
shared has raised security and privacy concerns among consumers (Kaushik 2007, 25). Consumers

feel they have lost control over the sharing of their personal information and are concerned about

1
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the possible misuse of their data (Pingitore & Vikram & Cavallaro & Dwivedi 2017). Since 2005, an
estimated over 2,800 data breaches have occurred with 543 million records being lost (Romanosky
& Hoffman & Acquisti 2014) The problems with customer data were highlighted in Facebook’s data
leak (O’Reilly 2018), where the social networking site broke its own privacy policy by transmitting
identifying information to multiple of advertising and Internet tracking companies (Steel & Fowler
2010). Data breaches have become one of the biggest problems for companies (Ayyagari 2012) and
any unauthorised access or inadvertent disclosure of that information can have severe
consequences (Steel & Fowler 2010). The problem lies on companies building detailed databases

on people in order to track them online (Steel & Fowler 2010).

Due to threats to personal data, consumers are taking data privacy seriously (Denham 2018) and
this has affected consumers’ willingness to share information to companies (Chellappa & Sin 2005).
For consumer product companies to be trustworthy in the eyes of their customers, the companies
need to be able to ensure that their information is carefully handled and protected (Uzialko & Writer
2018, Ridley-Siegert 2015). Companies need to meet the consumer expectations regarding data
privacy and data security, where “data privacy” refers to precaution’s companies take in the ways
they use and share consumer data, and “data security” refers to the precaution’s companies take to
prevent others from stealing consumer data (Conroy, P. & Milano, F. & Narula, A. & Singhal, R.
2014).

The governments around the world have created strict data privacy regulations to balance the
customer’s right to privacy with the legitimate interests of companies wanting to serve them better
(DMA 2018). The law makers aim to increase the effectiveness of the right to privacy and to put
individuals in control of their own personal data (Oldwick 2017). The General Data Protection
Regulation (GDPR) came into force in May 2018, bringing new obligations to marketers. In the future,
companies should only collect information about their customers they need to in order to do a specific
job, and when they got it they need to include restrictions on how to use it and delete the data when
they no longer need it (O’Reilly 2018).

1.2 Statement of the problem

The regulatory compliance and operational safeguards are necessary, but the companies should
also listen to their customers. Consumer product companies may not be completely aware of how
much is required of them for consumer trust around data privacy and security. By understanding
consumers’ attitudes towards privacy and adapting the best practices into their operational standards

and marketing strategies, companies increasingly build consumer trust and brand loyalty.

2
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There are some researches made over the years on consumers’ attitudes towards data privacy.
Direct Marketing Association (DMA) has conducted a study in 2012 and again in 2017 on how
consumers feel about privacy and their data in UK. Their latest edition was conducted against the
backdrop of the fourth industrial revolution of rapid innovation in technology and major modernisation
of the legislative framework especially referring the GDPR. Deloitte University Press prepared an
article on data privacy and security. Building consumer trust — protecting personal data in the
consumer product industry is based on two Web-based surveys conducted in August 2014. Other
survey polled 70 US consumer product industry executives and managers, the other 2000 adult US
consumers. The research also included executive interviews. Another study by Deloitte University
Press, To share or not to share — What consumers really think about sharing their personal
information, encompasses the results of J. D. Power and Associates/SSI consumer survey

conducted in 2012 and 2014 and Deloitte/SSI consumer survey conducted in 2016.

These studies are important in order to learn what the consumers think about data privacy. According
to Deloitte University Press’ study, recent data breaches have heightened consumer’s awareness of
data security and privacy, therefore companies need to reassure consumers that they are protecting
the privacy and security of their personal information. Furthermore, the attitudes towards data privacy
seem to vary by age and the shift in attitudes suggest that the younger consumers aged under 35
are less concerned about their privacy than consumers 35 or over (DMA 2018). According to DMA
(2018), younger consumers feel they have more control over their data and show more acceptance
of data exchange. According to Deloitte University Press’ study (Conroy & Milando & Narula &
Singhai 2014), also the willingness to share information with companies differs by age. The older
consumers show less confidence in sharing personal information, but younger consumers are taking
more protective actions to secure their data. Similarly, the results from DMA suggest that the

understanding for data protection laws is higher among younger consumers than older consumers.

The differences could be partly explained by variation in technological adaption between different
generations. Consumers under 35 years are either Millennials or post-Millenials, where the
consumers 35 or over are mainly consists of Generation Xers and Baby Boomers and Silent
Generation. According to Jingjing Jiang (2018) Millennials and post-Millennials stand out for their
technology use and lead older generations in the technology adaption. Aimost all of the Millennials
own a smartphone, compared to older generations where the number is relatively lower. Similarly,
the majority of Millennials use social media and have adopted relatively new platforms. Yet, the older
generations, especially Generation Xers seem to increasingly embrace digital life. Yet, there is no

specific academic study that researches this phenomenon and as such provides a great setting for
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this research. In this study we want to research whether there are significant differences in attitudes
towards data privacy between younger and older consumers and if so, to describe what these
differences are. These results are expected to help marketers in their managerial decisions and in
designing customer-oriented strategies. These results can be used to make future predictions on

what direction are the attitudes going in the future, as the generational shift will occur.

1.3 Research questions and objectives

Based on the earlier studies it seems that there is a relationship between age and attitudes towards

data privacy. Drawn from the research problem, we assume that:

There is a significant difference in attitudes towards data privacy between younger and

older consumers

Scientific methods are used in order to test the hypothesis. In reflection to the hypothesis, the
purpose of this study is to identify differences in attitudes towards data privacy between younger and
older consumers. In order to support the research aim, the research question and sub-questions are

formed.

Main research question — Are there differences in attitudes towards data privacy between younger

and older consumers? If so, what are the differences.

Sub-questions

a) Is there a significant difference in online privacy concerns between younger and older
consumers?

b) Is there a significant difference in attitudes towards data exchange between younger and
older consumers?

c) Is there a significant difference in the perceptions of personal data privacy between younger
and older consumers?

d) Is there a significant difference in the understanding of specific data protection laws between

younger and older consumers?

Research questions are formed into research objectives in order to state what the study is expecting
to achieve. Research objectives also illustrates the focus of the study in order to identify the main

concepts that are being investigated in the research.
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Table 1: Research objectives

Question Research question Research objective
Main research question Are there differences in To identify if there is a
attitudes towards data difference in attitudes
privacy between younger towards data privacy
and older consumers? If so, | between younger and older
what are the differences. consumers
Sub-question a Is there a significant difference | To discover if there is a
in online privacy concerns difference in online privacy
between younger and older concerns between younger
consumers? and older consumers
Sub-question b Is there a significant difference | To discover if there is a
in attitudes towards data difference in attitudes towards
exchange between younger data exchange between
and older consumers? younger and older consumers
Sub-question ¢ Is there a significant difference | To discover if there is a
in the perceptions of personal | difference of perceptions in
data privacy between younger | personal data privacy between
and older consumers? younger and older consumers
Sub-question d Is there a significant difference | To discover if there is a
in the understanding of difference in the awareness of
specific data protection laws specific data laws between
between younger and older younger and older consumers
consumers?

1.4 Main concepts and delimitations

Below are presented the main concepts relevant to the study. The theoretical meaning of these

concepts is explained as it is used in this research paper.

Data privacy Data privacy is the aspect of information technology that
deals with handling of data concerning, consent, notice,
sensitivity, and regulatory concerns as well as the practical
issues around how data can be shared with third parties and

how data is collected and stored.

Online privacy Online privacy is the level of privacy and securities over

personal data that is made available on Internet.
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Data exchange Data exchange is the process of collection and sharing of

data between different computer programs.

Personal data privacy Personal data privacy is individuals understanding of
different data safeguards and actions taken to protect one’s

personal data.

Data protection legislation Data protection legislations are specific laws that protect the

personal information of individuals.

There are some delimitations to the research. Firstly, study will be concentrating only on consumer
product companies and therefore the same concept cannot be utilized to every organisation.
Secondly, the research will focus on the digital environment and the privacy issues related to online
activities and data-driven marketing. Third, the study is done with some practical delimitations,
including market and international focus. The survey study will be conducted in Finland and therefore

the research will also concentrate mainly on the legislative obligations in EU.

1.5 Conceptual framework

Concerns over online
privacy

Attitudes towards
data exchange

Attitudes towards

Age of the consumer SEE aeay

Perceptions in
personal data privacy

Awareness of specific
data protection laws

Figure 1: Conceptual framework

The conceptual framework in figure 1 demonstrates the linkage between the main concepts in order
to test the phenomenon that is studied in this research. Age is expected to have an effect on the
consumers attitudes towards data privacy. Attitudes towards data privacy is considered to be subject

to individuals experience and knowledge on data privacy and data security such as concerns about
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online privacy, attitudes towards data exchange, awareness of personal data privacy and

understanding of specific data protection laws.

1.6 Structure of the thesis

Introduction

Literature review

Research design

Results and discussion

Conclusions, limitations and suggestions for further research

Figure 2: Structure of the thesis

The structure of the thesis is following the traditional order of master’s thesis as seen in the Figure
2. The introduction chapter will present the background of the study and statement of the problem
as well as define the research questions and objectives. Chapter 2 contains the literature review of
consumers’ attitudes towards data privacy based on earlier researches, including online privacy,

data exchange, personal data privacy and data protection legislation.

In chapter 3, the research design is explained to determine the methods that are used to conduct
the research. Chapter 4, results and discussion gives a general overview of the survey results and
further discusses the findings in reflection to the research objectives. Finally, in chapter 5,

conclusions are based on the main findings and suggestions for further research are presented.
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2 CONSUMERS’ ATTITUDES TOWARDS DATA PRIVACY

The growth in the production of data and technological developments have provided companies the
possibility to collect large amounts of data about their customers (Baker 2018, Schneck 2018). The
collected data helps companies to better understand their customers preferences and can lead to
more effective marketing and increase in sales (Combemale 2017). The importance of customer
data is recognised across all industries and more than 90 % of marketer’s position data management
as a priority for their organisation (Meinert 2018, Evans 2017). Driving innovation productivity,
efficiency, and growth, data is extremely valuable for the businesses and governments but also
individuals (Polonetsky 2013).

Digital content distribution gives great opportunities for commercial content providers and
consumers, but also carries some threats, as digital content can be easily illegally copied and
distributed (Petkovic & Jonker 2007, p. 21). Furthermore, the amount of personal data that
organisations store in their databases, as well as the ways this data is collected and shared, has

raised some concerns about privacy (Baker 2018, Karjoth & Schunter & Waidner 2003).

There have been several studies on consumer attitudes towards privacy including concerns about
online privacy, attitudes towards the collection and use of personal data and perceptions of data
protection. The literature review will provide a comprehensive picture on the consumers’ attitudes
towards data privacy today and more specifically if there can be identified any differences in the

attitudes between younger and older consumers in the earlier researches.

2.1 Online privacy

Internet is raising privacy issues in relation to personal data as digital devices are increasingly
present everywhere. According to Milan Petkovi¢ and Willem Jonker (2017, p. 46), data collection
and sharing can violate the privacy of an individual when personal data such as phone numbers or
addresses are made publicly available. Similarly, the online monitoring can cause privacy issues if
the information is collected in a way that is not visible for the data subject. Any collected information
can easily be used to create elaborate records about the data subject. According to Nancy King
(2016) personal data protection risks can give rise also when the individuals don’t have control over
the use of their personal data. Thus, it is difficult for them to prevent the misuse of personal data that

may cause significant harm for them such as exposure of sensitive information.

www.manaraa.com



2.1.1 Data security and privacy

Data security and privacy practices are necessary in order to find the balance between consumers’
privacy and data protection rights and the rights of companies to collect and use data for commercial
purposes (King 2016). The emerging technologies such as advances in digital storage and
communication technologies have placed new requirements on data security (Petkovic & Jonker
2007, p. 19, 20). There is also a risk of privacy violation, as the data may expose consumers to

possible online fraud or identity theft (King 2016).

Many privacy issues arise from the rapid increase in the use of digital technologies and the universal
connectivity of people and companies through electronic technologies. People allow companies to
track their activities online and are granting access to their personal data, such as financial
transaction, credit card payments, business transactions, email addresses and even personal
healthcare records to get personalised product and services in return from companies. The collected
data from individuals typically includes personal information and is therefore essentially privacy
sensitive. (Petkovic & Jonker 2007, p. 20)

Data privacy is the ability of individual to separate themselves or their personal information and
therefore have the ability to disclose them selectively. There are many privacy issues related to
personal information, including the ability of an individual to have control over their data, the
organisations ability to data replication and avoidance of data loss, leakage and unauthorised
modification or fabrication as well as clarifying which party is responsible for ensuring legal
requirements for personal information and to what extend third parties are involved in the processing
of data. In practice, this means the application of privacy laws, mechanisms, standards and
processes by which personally identifiable information is managed. (Wei, L. & Zhu, H. & Cao, Z. &
Dong, X., Weiwei, J. & Chen, Y. & Vasilakos, A. 2014)

Data mining technologies are increasingly used, and companies are creating large databases from
the collected data (Petkovic & Jonker 2007, p. 7) The databases are vulnerable and there is a threat
of misuse and revealing of individual data records (Petkovic & Jonker 2007, p. 36) and companies
need to protect the data against unauthorised access, intentional break-ins or disruptions (Petkovic
& Jonker 2007, p. 42). Data breaches can lead to severe consequences and losses via reputational
damage, legal liability or ethical harms (Kshetri 2014) and therefore data security has become very

important when designing any information systems (Petkovic & Jonker 2007, p. 36).

Data security can be defined as the protection of data confidentiality, data integrity and data

availability. When sensitive information is stored in the databases it is important to ensure the
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confidentiality of the data. This often means use of authentication and access control strategies
which increases the reliability and trustworthiness of data storing. Also, the data integrity is a critical
component of any information technology system. It means that the data is protected from
unauthorised access that can emerge as modification, deletion or fabrication of the data. Data
availability means ensuring that data continues to be available to the end users at required level and
in case accidents occur to data it can be recovered. (Wei, L. & Zhu, H. & Cao, Z. & Dong, X., Weiwei,
J. & Chen, Y. & Vasilakos, A. 2014)

2.1.2 Ethical aspects of data security and privacy

The data security and privacy measures are meant to protect but it is also possible that they can
cause harm. The ethical analysis of data security and privacy issues largely takes place in computer
ethics that analyses the moral responsibilities of computer professionals, computer users and public
policy makers in information security. The analysis of the ethical issues can help to recognise and
resolve moral dilemmas and generate ethical policies and guidelines (Petkovic & Jonker 2007, p.
36-38).

Probably the most obvious harm that can be caused by data breach is economic harm, losses of
time, money and resources, when valuable data is damaged or corrupted or has even become
unavailable. Violation of property or privacy rights may occur when the confidentiality of information
is compromised by accessing, copying or disseminating information which may cause reputational
harm to the organisation. Similarly, the compromises of the availability of information can violate the
freedom of information. In extreme cases, data breaches of computer security may even cause
serious harm or have life-threatening consequences that arise from situations where computer
systems are used to construction work, control of aircrafts or making medical diagnosis. Another,
more recent concern in information security has been the possibility of cyberterrorism, which is
defined as a politically motivated act that intents to cause harm. (Petkovic & Jonker 2007, p. 36-38,
42)

There is a broad recognition of a right to personal privacy in western countries. It is often defined as
the right of individual to control access or interference by others into their private matters and it is
cherished for several reasons. Most often it aims to protect individuals from external threats, such
as identity theft and exclusion. The most important principle in privacy protection is the ability for
individuals then to voluntarily give up their privacy. Yet many disputes related tension between

individuals right to privacy and organisations interests (Petkovic & Jonker 2007, p. 42, 45)
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2.1.3 Concerns over online privacy

Consumers have expressed a growing concern over companies’ data collection methods
accessibility by third parties (Ksethri 2014). Nevertheless, according to recent studies the overall
privacy concerns have in fact declined and 75% of the consumers claimed to be concerned about
their privacy in DMA’s latest study. Younger consumers seem to be even less concerned as just

58% of younger consumers claimed to be concerned about their privacy (DMA 2018).

Consumers are often uncomfortable when they feel that companies know more about them than
they are willing to voluntarily provide (Ksethri 2014), yet majority of consumers seem to be happy
with the amount of personal information they share with companies. Interestingly, only the

consumers between ages 45 and 55 seemed to be less convinced than the average (DMA 2018).

Direct Marketing Association (DMA 2018) is presenting a theory, according to which the consumers
can be divided into three segments according to their attitudes towards data privacy. These groups
are: pragmatists, fundamentalists and unconcerned. The ‘Data pragmatists’, are the consumers who
are willing to share data in return for something, like special offers or preferential treatment.
Pragmatists are willing to trade their data but only on a case-by case basis when the service or
enhancement of service is worth the information requested. In contrast, the ‘Data fundamentalists’,
are the consumers who are against sharing data. Regardless of what they may receive in return, the
fundamentalists are unwilling to exchange their personal information. Then there are the
‘Unconcerned’ who are the consumers who are not concerned about the collection and use of
personal data. For them, it is just a part of the modern economy. The pragmatists are the largest
segment and consists of roughly half of the consumers. More and more Generation Xers fall in this
category but still there is a slight decline in this category due to Millennials shifting to the unconcerned
category that is growing steadily. At the same time, the number of fundamentalist consumers is
declining, and this category mainly consists of Generation Xers and Baby Boomers, which is likely
due to older demographics conventionally displaying higher levels of concern and discomfort around
data exchange. Younger consumers are more likely to adopt a pragmatic or unconcerned attitude,
and the ‘digital natives’ like Millennials are likely to be slightly more discerning about data privacy

issues and more demanding of incentives in return for personal information.

2.2 Data exchange

The advertising today centres around data (Schneck 2018). With data companies make better
business decisions (Uzialko & Writer 2018). For marketers, data is providing totally new information

about customers that can be used to improve the relevancy of their advertising (Combemale 2017).

11

www.manaraa.com



Moreover, data has made it possible for marketers to deliver more precise people-based
communications (O Reilly 2018, Evans 2017) and this can be done with half the money and effort
than in traditional marketing that now seems broad and untargeted (Baker 2018). Data comes from
interactions with the company or other sources such as activity websites, mobile app usage, social
media or customer surveys (Combemale 2017). The collected data can be further combined into
datasets from which the companies are able to make inferences or draw conclusions about data
subjects (King 2016).

2.2.1 Data collection and web analytics

Data-driven marketing is a widely used process where marketers draw insights and make decisions
based on data (Tjepkema 2018). By analysing customer behaviour through data, the company can
make future predictions and better understand their customers’ needs (Uzialko & Writer 2018,
Tjepkema 2018) Most importantly, data-driven marketing allows for multi-channel experience
(Uzialko & Writer 2018) and when implemented successfully, the company can gain: clear-cut clarity,
multi-channel experience, refined customer experience and better product development (Tjepkema
2018).

Web analytics is a cornerstone for data-driven marketing strategy (Kaushik 2007, 1-2) and helps
companies improve productivity and managerial performance (King 2016). It allows companies to
experiment, learn and measure the performance and helps businesses make smarter, more
informed decisions about their marketing and web presence (Kaushik 2007, 1-2, Leone 2016). Data
can be collected from a wide variety of sources, both online and offline (King 2016 & O’Neill 2018).
The different technical appliances such as smart phones, tablets, and computers enable real-time
interactions between individuals and companies (Hazari & Brown 2013). As consumers are browsing
online, companies can follow their activity by using different tracking technologies (van Eijk 2012).
The most obvious places to track the consumer activity are company website and social media
pages. (Uzialko & Writer 2018) The activity can be tracked in number of ways such as web log files,
web beacons, JavaScript tags, packet sniffers and built-in data collection mechanism (Kaushik 2007,
24-25) but cookies are the most invaluable tool in online tracking (van Eijk 2012). In addition to
tracking, companies can collect customer information either directly asking from the customers or by
appending other sources of customer data (Uzialko & Writer 2018). This can include data such as
credit ratings, profiles build from online activities or tax records or data collected by other businesses
(King 2016). Where the first-party data is a key building block, the third-party data can often provide

a much better picture of customer’s profile (Combemale 2017).
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Often, both situational data and personal data are collected (O’Neill 2018). Personal data is
considered as any kind of information relating to a person, including their name, photograph, email
address or bank account details and even the messages posted on public websites, medical data or
a computer's IP address (Krystlik 2017). Situational data is usually easier to access, and it does not
have the same tracking or privacy issues as in personal data. Situational data helps to identify
customers based on the environment in which they are interacting with a company at any given time
such as device, location or weather, it is usually easier to access, and it does not have the same

tracking or privacy issues as in personal data. (Pook 2015).

Profiling is an automated processing of personal data. It allows businesses to analyse and the
behaviour, preferences or locations of a data subject. In many cases, it is done without the data
subject even being aware. Such processes are for example tracing and ad conversion measurement.
There are many advantages to these technological advances, however they also carry inherent

privacy risks. (Hunton&Williams 2016)

2.2.2 Personalisation

Data can also be used to deliver targeted marketing (King 2016) and to personalise the customer
experience (Tjepkema 2018). In personalisation, the information about data subject is collected and
analysed (Petkovic & Jonker 2007, p. 23) to get insights about individuals’ preferences (Chelappa &
Sin 2005). Consumers prefer to be communicated to with relevant and tailored message (Kraffta &
Ardena & Verhoefb 2017) and data is the only way marketers can offer customers the relevance
they demand (Combemale 2017).

Personalisation is noticed to increase customer loyalty and it can be considered even as a
competitive necessity as every company online offers some level of personalisation to their
customers. Personalisation is dependent on two factors: vendor’s ability to acquire and process
information and the individual’s willingness to share data. The advanced tracking technologies have
provided the companies the ability to create sophisticated consumer profiles in order to gain insights
about individuals’ preferences. However, the consumers may not be willing to share information
about themselves due to privacy concerns and therefore the company needs to communicate them

the benefits of sharing their personal information. (Chelappa & Sin 2005)

2.2.3 Attitudes towards data exchange
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According to DMA'’s latest study (2018), the consumers increasingly regard their personal data as
an asset that they can use to their advantage in data exchange. Trust in a business is the dominant
prerequisite when engaging consumers and transparency is a consumer priority for data exchange.
Interest in data security is growing and at the same time the importance of ensuring that the benefits
derived from data sharing are communicated with consumers has increased. When asked about
specific areas of data exchange, consumers felt that the areas where they had lesser control were
choosing the rewards or benéefit received in return for sharing data with companies and the privacy

settings that allow them to choose how much data they choose to share.

Most consumers appear to be open to share their information as (Pingitore, Vikram, Cavallaro and
Dwivedi 2017) and see data sharing as a part of the modern economy (DMA 2018). Likewise,
majority of consumers claim they are more aware of how their data is used and also increasingly
comfortable with sharing their data for with companies where the percentage rises significantly
among 18-24-years-olds, reaching 61% (Ridley-Siegert 2015). Furthermore, the studies suggest the
willingness to share information with companies varies by age (Ridley-Siegert 2015). Perhaps due
to the fact that younger consumers have grown up in the digital word, they are more comfortable

with data exchange and more open for data sharing (DMA 2018).

A study by University of Pennsylvania’s Anneberg School for Communication, argues against the
assumption that consumers are gladly sharing their information. Many consumers feel that collecting
data has become such a common practice in the digital age that they have no other option than to
comply. According to a study by Deloitte University Press (2017), the consumers are concerned of
the misuse of their personal information and as high as 81 % of the consumers feel they have lost
control over the way their personal data are collected and used (Pingitore, Vikram, Cavallaro and
Dwivedi 2017). Most of the consumers feel they are lacking the knowledge of how to control and

protect their own data (Claveria 2018).

2.3 Personal data privacy

Personal data is considered as any information, such as location, genetic and biometric data
(Travelyan 2018), that could identify and individual (Meinert 2018) either as such or when it is
combined with other data (Hunton&Williams 2016).

There are several safeguards and activities that consumers can do to protect the privacy of their

personal data. Personal data is considered as any information, such as location, genetic and
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biometric data (Travelyan 2018), that could identify and individual (Meinert 2018) either as such or
when it is combined with other data (Hunton&Williams 2016).

Consumers should always know with whom they share their information with and be critical before
deciding to share personal information. Consumers should also be careful of oversharing on social
media sites. Sharing preferences can be controlled by adjusting the privacy settings. Electronic
devices can be kept secure by using security software, avoiding phishing emails and using public
wireless networks with discretionary. Consumers should also make sure a website has a clear
privacy policy that provides information on how websites maintain accuracy, access, security, and
control of personal information it collects as well as how it uses the information and whether it

provides information to third parties. (Federal Trade Comission 2012)

2.3.1 Building consumer trust through data security and privacy

All organisations have personal data to protect in their customer databases and therefore privacy
plays an important role for every company (Krystlik 2017). There is a connection between
consumer’s perceptions of data privacy and the security practices and commercial success, hence
trusted stewards of consumer data can be used to stand out from the competition (Conroy, P. &
Milano, F. & Narula, A. & Singhal, R. 2014). Privacy should be seen in a positive light and
implementing the regulations is good business sense as the companies can benefit on telling the
customers about these extra efforts they have made to secure their data (Pearse 2012). Companies
need to be transparent and open to its customers how it collects, processes, or uses data
(Combemale 2018, Schneck 2018). Companies that acknowledges these factors can also use this
to provide a better user experience and consequentially when the consumers trust the company,

they are more willing to share their data and do long-term business with them (Ridley-Siegert 2015).

The level of trust is based on a commitment to the quality of the customer experience (O’Reilly 2018)
A study by Deloitte University Press (Conroy & Milando & Narula & Singhai 2014) suggests that data
privacy and security is also an important factor in a great customer experience. Consumers have a
good awareness of the risks surrounding data privacy, and many businesses are overestimating the
extent to which they are meeting the consumer expectations. Companies are also underestimating
the opportunity for competitive advantage associated with data privacy and security. Data privacy
should not just be seen as a risk management issue, but as a possibility to differentiate themselves

through a reputation for strong data privacy and security practices.
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There are several things to help keep consumers’ trust. Firstly, companies should enforce privacy
measures to prevent breaches in the first place by encrypting data at rest, destroying consumer data
when not needed. Secondly, in case of a data breach, the companies should systematically control
the damage after a breach has occurred, identifying affected systems and isolate them, gather all
available evidence, and analyse it to determine cause, severity, and impact as well as document and
report the findings on the incident to relevant stakeholders. After this, the companies should assess
the possibility of insider involvement and strengthen networks security and improve protocols by
enhancing monitoring to mitigate the risk of future breaches. Thirdly, companies should develop an
integrated enterprise-level approach to data governance and ensure the leader of this initiative is an
executive of appropriate level. (Gina Pingitore, Vikram Rao, Kristin Cavallaro, and Kruttika Dwivedi
2017)

2.3.2 Perceptions of personal data privacy

In general, consumers are hesitant to knowingly allow companies to use their information for
marketing purposes. Somewhat comfortable the consumers were to share their purchase history
and demographic information but only 20% would allow their online search history to be analysed
and even fewer would allow their social media postings of content of their emails for companies to
use in order to send targeted advertisements or coupons. (Conroy & Milando & Narula & Singhai
2014)

Consumers are more comfortable to share their information when companies are transparent about
what they are doing with the data and more than 80 % of consumers state that transparency over
data collection the terms and conditions are important when sharing personal information with
companies (DMA 2018) Also, 75 % of the consumers state that they are more willing share their data
if there was a clear benefit for them and companies can encourage consumers to share their data
more freely by offering valuable benefits for those consumers who choose to share their data and
customise (Pingitore, Vikram, Cavallaro and Dwivedi 2017) Companies also need to allow
consumers easily to change their data sharing preferences at any time (Pingitore & Vikram &
Cavallaro & Dwivedi 2017).

The link between purchase decision and perceived data security is stronger than many believe, and
strong privacy and security practices should be seen as a competitive opportunity. The study by
Deloitte University Press (Conroy & Milando & Narula & Singhai 2014) shows that half of the
consumers are more likely to buy from companies that are perceived to be protecting their personal
information. Similarly, majority of consumers avoided of purchasing from brands that they do not

believe protect their personal information. A negative brand experience can quickly lower consumers
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trust and harm the brand image and same applies to data breaches. More than half of consumers
think that the knowledge of a data breach at a company would negatively impact their brand image
and likelihood of buying from that company in the future. Still, many consumers say that they would
be forgiving of a company that experienced a breach as long as the company quickly addressed the
issue. Yet, only few consumers believed that most companies were adequately protecting their
personal information and even fewer knew which companies best protect their personal information

and even fewer think that they know which companies best protect their information.

The consumers state they want more protection and security over their data (Pingitore & Vikram &
Cavallaro & Dwivedi 2017). Consumers also appear to nurture clarity and transparency around data
privacy and data security practices, as well as by the ability to control how their data is used, 75% of
consumers agreed that easily understandable privacy policies increase their trust in companies with
regard to the protection of their personal information. (Conroy & Milando & Narula & Singhai 2014)
Trust in a company is a dominant prerequisite when engaging consumers within the data economy
and at the same time interest in ad blocking among consumers is growing and this brings a challenge
for marketers (DMA 2018). Younger consumers seem to take more proactive action to protect their
data than older consumers (Conroy & Milando & Narula & Singhai 2014). The younger consumers
show more interest towards security and ad blocking software’s (DMA 2018) and younger consumers
were more likely to provide fake information on websites that older consumers and take more
protective actions, such as adjusting privacy settings due to privacy concerns (Conroy & Milando &
Narula & Singhai 2014).

2.4 Data protection legislation

Since the advent of Internet, the law makers have been desperately trying to keep up with the digital
and technological developments (Mullock 2012). As data is growing its importance in marketing
consumers are concerned about their privacy (Kaushik 2007, 25) and the law makers are amending

privacy rules to protect the privacy of individuals (van Eijk 2012).

The right to privacy is recognised as a fundamental right around the word. In the majority of countries,
it is considered as a constitutional right and an international human right and in most of the law’s
privacy is a basic principle. With the rise of the computer era, the Organisation for Economic
Cooperation and Development (OECD) issued guidelines on the protection of privacy and use of
personal data already in 1980. Its main principles are collection limitation, purpose specification, use
limitation, data quality, security safeguards, openness, individual participation and accountability.
These principles have played an important role in the development of privacy laws in the EU and

other jurisdiction. (Petkovic & Jonker 2007, p. 27-29).
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2.4.1 EU’s data protection laws

The earliest data protection laws in EU originate from 1995, when the Data Protection Directive was
introduced (Mullock 2012, Hunton&Williams 2016). The directive’s aim was to control the emerging
digital issues related to personal data with seven basic principles: notice, purpose, consent, security,

disclosure, access and accountability (Krystlik 2017).

The ePrivacy Directive, also known as the ‘the cookie law’ (Consentric 2018), entered into force in
2012. (Pearse 2012, Voss 2017). The ePrivacy Directive was meant to work together with The Data
Protection Directive (Meinert 2018). The main idea was to adapt the existing regulatory framework
to keep up with the latest technological developments by underlying a high level of protection for
individuals’ privacy and personal data by ensuring, that regardless of the technology used, the

electronic communications were secure and confidential (Saxby 2008, van Eijk 2012).

The ePrivacy Directive is still in force but the Data Protection Directive was replaced by the General
Data Protection Regulation (GDPR) when it entered into force in May 2018 (Consentric 2018,
Meinert 2018). The GDPR is probably the biggest shakeup to data privacy since the creation of
Internet (Meinert 2018). The new regulation aims to create consistency and simplify the regulatory
environment in the EU (Oldwick 2017). One of the most significant changes brought by GDPR
(O’Brien 2016) is that it legislates all personal data, regardless and the physical location of where
the data is hosted is no longer relevant (Krystlik 2017). The regulation applies to any company or
entity in the EU (Uzialko & Writer 2018) and entities and companies established outside EU but who

are processing personal data of individuals in the EU through their activities (Combemale 2018).

The GDPR has placed out much stricter rules on the collection and use of personal information
(Uzialko & Writer 2018) including requirements for data protection officers (DPO), data audits, data
protection by design and PIAs, security breach, expanded consent requirements, data portability,
jurisdictional reach, data transfers and the right to be forgotten (Mullock 2012). In addition, the
European Commission wanted to bring the threat of fines for non-compliance (Pearse 2012). For
non-compliance companies can be fined as much as 4% of their worldwide turnover and up to 20

million euros (Krystlik 2017).

Under GDPR an individual should have the right to be forgotten or in legal terms ‘right to erasure’
and it should be accessible to everyone (Krystlik 2017, Meinert 2018). Another important individual
right is ‘the right to data portability’. The data portability is referring to an individual right where the
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data subject can request their data from one data controller and have that data transmitted to another
data controller. Individuals should also have the right to access their data in a free, electronic format.
This right is expanded with a notion of ‘privacy-by-design’, which refers to the requirement that
companies should at every stage of a product’s design and development include proper privacy
protections measures (Meinert 2018) and when designing or upgrading any processing system,
procedure, policy or data-sharing initiative, privacy should be built into systems and promoted as a
default setting. (Dickie 2017, Hunton&Williams 2016, Koops & Leenes 2013) Furthermore, ss many
marketers no longer collect the customer data themselves but are using the information from other
vendors, there are also rules for “third party” data and companies must make sure those vendors
are following GDPR standards (OReilly 2018). According to GDPR, any data breaches should be
reported to the supervisory (Travelyan 2018) and every company should appoint a data controller
who should be contactable by any supervisory authority (Krystlik 2017). In some cases, there is also
a requirement for a data protection officer (DPO) who designs and deploys privacy policies in the
organisation. (Karjoth & Schunter & Waidner 2003, Hunton & Williams 2016).

Not long after the GDPR was presented, there was a proposal for a new ePrivacy Regulation (Voss
2017). The ePrivacy Regulation (ePR) is expected to be released in the Autumn of 2019 (Trick
2018a), however the exact date is not yet known (Consentric 2018). Together, GDPR and ePR are
forming the updated EU data protection framework and while GDPR is concerned solely with
personal data, ePR is focused on the confidentiality matters of any data involved in electronic
communications and aims to defend the integrity of information at any form by obliging additional
controls over cookies and other tracking technologies on electronic devices and applications (Trick
2018b).

Even though there is legislation to protect the data protection rights of an individual, there are still a
number of uses of data that fall into a so called “regulation grey area”. Hence, there is a need for a
company-level privacy policy that include the best practices ensuring privacy and security of
customer data (Kshetri 2014). It is important that privacy protection is part of the design and use of
a technology, even in the absence of a legal obligation or legal risks the individual must be informed
and, in many cases, must give his consent where privacy invasions are necessary as part of the use
of the technology or the service (Petkovic & Jonker 2007, p. 31). It is also important to be clear for
to the customers if their data is collected and also to specify what kind data is collected (Kaushik
2007, 25). Anyone who places cookies or other types of tracking technology needs to provide users
with clear and comprehensive information about their purpose and require informed consent from
data subjects (van Eijk 2012).
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2.4.2 Awareness of specific data protection laws

Companies who are reluctant in privacy compliance are the companies who seem untrustworthy in
the customers eyes (Ridley-Siegert 2015). According to DMA’s report (2018) 88% of consumers cite
transparency as the key to trust. Correspondingly GDPR requires companies to consider the impact
on privacy and the risks in the processing of any personal data of their customers and find the
balance between privacy and innovation. Although the consumers say they have become more
aware of personal data privacy the report show that the awareness of specific data protection laws
is still quite low as in 2017, only 39% indicated they were familiar with the GDPR that was, rising to

around half among 18-34-year-olds, but this was before the regulation came into force.

2.5 Summary of the literature review

In digital world, everything runs on data and the data collected of individuals is highly important for
today’s businesses. While consumers are enjoying information and communication technologies,
companies are increasingly tracking their activity online to draw insights for marketing purposes.
With personal data, the companies are able to understand better their customer and make better
business decisions. Data analytics has become a key part of creating marketing strategies and it
requires large amounts of personal data. Along with all its benefits, the amount of personal data and
how it is collected and shared has raised some concerns in relation to data privacy and data security.
Earlier studies on consumer’s attitudes towards data privacy suggest that consumers are concerned

about their online privacy and feel they have lost control over their personal data.

The theory around data privacy is very broad as it has a lot of interconnection in relation information
technology, marketing and legal principles. Thus, the main concepts in this research are online
privacy, data exchange, personal data privacy and data protection legislation and the main points

on each concept are presented in table 2.

Table 2: Summary of the literature review

Concept Main points

Online privacy - Consumers are concerned about the privacy of their personal
data (Ridley-Siegert 2015).

- Consumers feel they have lost control over their personal data
(Pingitore & Vikram & Cavallaro & Dwivedi 2017)

- Younger consumers are less concerned about online privacy
(DMA 2018).
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- Younger consumers are most likely to adopt pragmatic or
unconcerned attitude (DMA 2018).

Data exchange - Data has become a fundamental part of advertising (Tjepkema

2018)

- Consumers increasingly regard their personal data as an asset

that they can use to their advantage in data exchange. (DMA
2018)

- Consumers are more willing to share data when there is a clear
benefit (Pingitore, Vikram, Cavallaro and Dwivedi 2017)

- Younger consumers are more comfortable with sharing their

data for companies (Ridley-Siegert 2015).

Personal data privacy - There is a connection between consumer’s perceptions of data
privacy and the security practices and commercial success
(Conroy, P. & Milano, F. & Narula, A. & Singhal, R. 2014)

- Trust in a company is a dominant prerequisite when engaging
consumers within the data economy (DMA 2018)

- Younger consumers seem to take more proactive action to
protect their data than older consumers (Conroy & Milando &
Narula & Singhai 2014).

Data protection legislation - The law makers aim to increase the effectiveness of the right

to data protection and to put individuals in control of their own
personal data (Oldwick 2017).

- Younger consumers are more familiar with the GDPR than
older consumers (DMA 2018).

3 RESEARCH DESIGN

In this chapter, the chosen research methods are presented, and research process is discussed.

3.1 Research methods

Quantitative research uses numeric and quantifiable data to generalise a certain phenomenon. This
study aims to answer the research question “is there a difference in the attitudes towards data privacy
between younger and older consumers?” It is expected that the attitudes towards data privacy is
dependent on the age of the consumer. Thus, the variables that are being measured are consumers

age and attitudes towards data privacy. This is done by dividing the consumers into two group
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according to their age: younger and older consumers. The groups are divided so that the younger

consumer are consumers under 35 years old and the older consumers those of 35 and over.

The research aims to statistically analyse the potential difference in attitudes towards data privacy
between younger and older consumers. ANOVA (Analysis of Variance) is a collection of statistical
models and their associated estimation procedures used to analyse the differences among group
means in a sample (Girden 1992, p. 1). In this research one-way ANOVA is used to compare the
answers between younger and older consumers in order to test the hypothesis. The purpose of the
ANOVA analysis is to determine the extent to which the effect of an independent variable (which in this
case is the age) is a major component (Girden 1992, p. 1). The ANOVA analysis is made with
Webropol Professional Statistics Tool. For those questions that are not possible to be analysed
trough ANOVA, more descriptive approach is used to identify the differences between the two

groups.

3.2 Hypothesis testing

Quantitative research allows to investigate the phenomenon that there is a difference in consumers’
attitudes towards data privacy between younger and older consumers. In this study we claim that
there is a relationship between age and consumers’ attitudes towards data privacy. Therefore, the

hypothesis is:

H1 There is a significant difference in attitudes towards data privacy between younger

and older consumers

In order to test the alternative hypothesis, the null hypothesis need to be formed. The null hypothesis
assumes that there is no difference and expects that the results are equal (Kanji 2006, p. 2). In this
case, the null hypothesis is: “H10 There is no significant difference in attitudes towards data privacy

between younger and older consumers”.

There are two possible outcomes for testing hypothesis. The results will even reject the null
hypothesis or fail to reject the null hypothesis. In order to test this, a critical region needs to be
chosen and with left-sided critical region we reject HO if the test statistic is less or equal to the critical
value (Kanji 2006, p. 2).

Also, the size of the critical region needs to be chosen, in order to specify how great risk there is of

coming to an incorrect conclusion (Kanji 2006, p. 2). In this case we set the a to 5 %, which gives us
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a 95% level of confidence. To know where to draw the line to make decision, we need to calculate
the level of significance, that in this case gives us the following calculation: a — 1 — 0.95%= 0.05.
Therefore, the level of significance (or p-value) is 0.05, which means that if the p-value of the result

is less or equal to the critical value the HO can be rejected.

3.3 Data collection

An online survey questionnaire was used to collect the data. The questionnaire was conducted by
using an online service Webropol and the questionnaire link was made public online to collect
responses between 24.12.2018 - 10.1.2019. The questions were presented both in Finnish and in
English. The research questionnaire was to repeating questions from earlier studies and is therefore
formed by combining a selection of questions from earlier studies by Direct Marketing Association
and Deloitte University Press that were reviewed in the literature review. Attitudes do not naturally
exist in quantitative form, yet it is possible to develop a questionnaire that asks people to rate a
number of statements (Muijs 2011, p. 2). The questionnaire can ask people to use a rating scale
where their answer is chosen within the chosen scale like of 1-10, 1 being negative end and 10 being
positive end or rate a number of statements on a scale as either strongly agree or agree, disagree

or strongly disagree and give the answer a number like 1 for strongly disagree and 4 strongly agree.

The questionnaire (Appendix 1) consisted of 13 questions, from which the questions 1, 2 and 3 deals
with respondents’ basic demographic information. Rest of the questionnaire is a combination of
questions from earlier studies by Direct Marketing Association and Deloitte University Press that
were reviewed in the literature review. To gain a general picture of the respondents, background
questions are asked. In the beginning of the questionnaire, the respondent is asked to give out their
age, gender and to evaluate their online activity. It is anticipated that the distribution of age and
gender would be somewhat equally divided. Other research questions are divided in four groups in
relation to which hypothesis it aims to test. Questions 4 and 5 assess’ the differences in online
privacy concerns between younger and older consumers. These questions aim to answer sub-
question a. Questions 6, and 7 represents the differences and similarities in attitudes of younger and
older consumers towards data exchange and are answering the sub-question b. Questions 8, 9, 10
and 11 compares the perceptions in personal data privacy between younger and older consumers
to answer sub-question c. Finally, questions 12, and 13 evaluate the awareness of specific data
protection regulation of both younger and older consumers to answer sub-question d. By combining

the results on the sub-questions, the main research question can be answered.
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3.4 Sample selection

To conduct the research, a suitable sample from population needs to be selected. Due to the
delimitation the population of this study is considered to be Finnish consumers. Due to limited time
and researches the convenience sampling technique was chosen, whereas the population includes
people who are easy to reach. The questionnaire link was published on the researcher’s personal
social media networking sites such as Facebook, Instagram and LinkedIn to attract potential
respondents. On the Facebook and LinkedIn accounts it was expected to reach more of the older
consumers, while the younger consumers were expected to be reached on Instagram. The idea was
to have the link openly available so that anyone could take part in the questionnaire. It was also said
that the questionnaire could be shared on their own newsfeed. The link was also shared via instant
message on WhatsApp to researcher’s personal contacts. Also, here it was requested that the link

could be further shared to reach more respondents.

As the statistical test is performed to two independent means, the total sample needs to be divided
into two groups. As mentioned earlier the groups are divided so that the younger consumer are
consumers under 35 years old and the older consumers those of 35 and over. With desired power
of .80 (80%) and alpha .05, we need at least 34 participants per group. The size of each sample groups

should be somewhat equal.

3.5 Research process

Results and
discussion

Data collection

eQuestionnaire eDescriptive eSummary

published online statistics eGeneral
eAnalysis of conclusions
variance eLimitations
*Main findings eSuggestions for

eDiscussion further research

J

Figure 3: Research process

As presented in Figure 4 the research process, the research process starts with the data collection

that is conducted according to the inquired strategy. The data collection is followed by descriptive

statistics that present the general results of the survey, after which the analysis of variance is made

to determine whether a significant difference exists between the means of the variables being

studied. With the outcomes of the data analysis the hypothesis can be tested per each question. The
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main findings are presented and followed by discussion. Finally, conclusions are made in reference
to the main findings of the research to provide managerial implications and suggestions for further

studies.

4 RESULTS AND DISCUSSION

In this chapter, the questionnaire results are presented and analysed. The summary of findings will
give a more general picture of the results after which the results are discussed in reflection to the

literature review and hypotheses.
4.1 General description of data

The research in this study encompasses the results of the online questionnaire. The survey polled
120 consumers, the non-Finnish residents were excluded from the results and the total respondents
is therefore 116. From the 116 respondents, 69 of the respondents were under 35 years old and fall
under the category of “younger consumers” and 47 of the respondents were 35 years old or over

and fall under the category of “older consumers”. The full result file can be found in Appendix 2.

The data analysis consists of statistical presentation of the results from the questionnaire as well as
analysis of variance with ANOVA to analyse the differences among the group means in the sample.

The full results of this analysis are presented in Appendix 3.

4.2 Descriptive statistics

The research outcomes on consumers’ attitudes towards data privacy are presented by using
statistical key figures. The results are divided into sub-chapters that are: online privacy concerns,

attitudes towards data exchange, perceptions of personal data privacy and awareness of specific.

4.2.1 Online privacy concerns

Questions 4 and 5 aim to understand differences in online privacy concerns between younger and
older consumers. In question 4 the importance of online privacy in different settings between younger
and older consumers is reviewed. In question 5, the overall level of concerns over data privacy online

is compared between younger and older consumers.
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Your personal information (e.g. photos, calendar, contacts) on your computer, smartphone or tablet can only be accessed
with your permission

100%
75%
50%

R

)
25%

I H 0%
Not sure Not at all important Not very important Fairly important Very important
@ Younger consumers @ Older consumers

Figure 4: Personal information on computer, smartphone or tablet can only be accessed with a permission

In figure 4, “your personal information (e.g. photos, calendar, contacts) on your computer,
smartphone or tablet can only be accessed with your permission”, the results show that it is very
important for the consumers that their personal information can be accessed only with their
permission. Also, the confidentially of emails and instant messaging was rated very important.

However, the importance of permission in online tracking showed a little difference in the opinions.

When comparing the results of younger and older consumers, the importance of permissions when
personal information is accessed did not show much differences. 19% of the younger consumers
rated the importance of permissions as fairly important and 81% as very important. In comparison,
from the older consumers the percent who said the importance of permissions when personal

information is accessed is fairly important was 9% and very important was 91%.
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The confidentiality of your emails and instant messages is guaranteed
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Figure 5: Confidentiality of emails and instant messages is guaranteed

In figure 5, “the confidentiality of your emails and instant messages is guaranteed”, the results show
that it is also very important that confidentiality is guaranteed when individuals are using electronic
communication tools. When comparing the results of the younger and older consumers, the
importance of the confidentiality of emails and instant messaging, did not show almost any difference
but almost every respondent rated this as very important. From the younger consumers only 4% of
the consumers rated the importance as fairly important and the rest as very important. Also, from

the older consumer only 6% rated the importance as fairly important and 94% as very important.
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Tools for monitoring your activities online (such as cookies) can only used with your permission
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@ Younger consumers @ Older consumers

Figure 6: Tools for monitoring activities can only be used with a permission

In figure 6, “tools for monitoring your activities online (such as cookies) can only be used with your
permission”, the results show a little more variation in the results than in the earlier questions as half
of the younger consumers set the importance of permissions in the monitoring of online activities
fairly important or not very important. The other half of the younger consumers still thought this was
very important. Similar to the earlier questions, the majority of older consumers set the importance
of permissions in the monitoring of online activities as very important. Only 26% of older consumers

said this was fairly important and the 4% said this was not very important.

As a conclusion for question 4, when it comes to the importance of confidentiality of emails, both age
groups put high importance on their consents whenever they are being tracked or their information
is accessed. Also, the confidentially of their emails and instant messaging is very important. There
was not much difference in the results between younger and older consumers, but the older
consumers showed a little stronger agreement on importance of the confidentiality permissions

whenever information is accessed or collected, than the younger consumers.
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Figure 7: The level of concerns over data privacy online

From trend on figure 7, we can see that overall level of concerns over data privacy online is quite
high. Majority, of the respondents set the level of their concerns between 7 and 10. As a conclusion
for question 5, the overall level of concerns over data privacy online is between younger and older
consumers, it can be concluded that the older consumers generally have set the level of concerns
higher than the younger consumers.

4.2.2 Attitudes towards data exchange

Questions 6 and 7 aim to identify differences in attitudes towards data exchange between younger

and older consumers.
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Sharing data and personal information online is part of the modern economy.
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Figure 8: Sharing data and personal information online is part of modern economy

In question 6, the general attitudes towards data exchange were asked. The results on figure 8,
“sharing data and personal information online is part of modern economy”, show some differences
in the attitudes between younger and older consumers. Even though one fourth of the younger
consumer either somewhat disagreed or strongly disagreed with the statement that sharing data and
personal information is part of the modern economy, still more than half somewhat agreed or strongly
agreed with the statement. Older consumers were slightly more critical and more than one third half
disagreed with the statement and a little less than half of them agreed with the statement. 17% of

both younger and older consumers neither agreed or disagreed.

The exchange of personal information is essential for the smooth running of modern society.
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Figure 9: Exchange of personal information is essential for the smooth running of modern society
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The results on figure 9, “exchange of personal information is essential for the smooth running of
modern society”, show less difference in the attitudes between younger and older consumers. From
younger consumer 17% strongly agreed and 49% somewhat agreed with the statement that
exchange of personal information is essential for the smooth running of modern society. Also, from
older consumers 49% somewhat agreed and 15% strongly agreed with the statement. 13% of
younger consumers and 13% of older consumer neither agreed or disagreed. Only 9% of the
younger consumers somewhat disagreed and 2% strongly disagreed with the statement. The same

results for older consumers where 19% and 4%.

On the whole | am happy with the amount of personal information | give to companies.
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Figure 10: I am happy with the amount of personal information I give to companies

The results on figure 10, “I am happy with the amount of personal information | give to companies”,
show again a little difference in the attitudes between younger and older consumers. When asked
about how happy the consumers are with the amount of personal information they give to companies,
only 6% of younger consumers and 4% of older consumers strongly agreed, though 35% and 43%
of younger somewhat agreed with the statement. In comparison, 30% of younger consumers and
28% of older consumers somewhat disagreed with the statement, where 9% of younger consumers
and 4% of older consumers strongly disagreed with the statement. 20% of younger consumers and

21% of older consumers neither agreed or disagreed.

31

www.manaraa.com



Today, | feel more aware of how my data is used and collected than in the past.
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Figure 11: I feel more aware of how my data is used and collected than in the past

According to the results on figure 11, “I feel more aware of how my data is used and collected than
in the past”, the majority of both younger and older consumers feel that they are more aware of how
their data is used and collected than in the past. 45% of younger consumers somewhat agreed and
26% strongly agreed and of older consumers 59% somewhat agreed and 13% strongly agreed with
the statement. Only 2% of younger consumers strongly disagreed and 20% of younger consumers
and 13% of older consumers somewhat disagreed with this statement. 7% of younger consumers

and 15% of older consumers neither agreed or disagreed.

Today, | feel more comfortable with the idea of exchanging some personal data with companies than | did previously.
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Figure 12: I feel more comfortable with the idea of exchanging some personal data with companies than I did

previously
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The results on figure 12, “I feel more comfortable with the idea of exchanging some personal data
with companies than | did previously”, show some uncertainty with the statement as 26% of younger
consumers and 36% of older consumers neither agreed nor disagreed. 32% of younger consumers
and 29% of older consumers somewhat disagreed and 7% of younger consumers and 2% of older
consumers strongly disagreed with the statement. In comparison, 28% or younger consumers and
17% of older consumers somewhat agreed and 7% of younger consumers and 4% of older

consumers strongly agreed with the statement.

Recent news headlines about data security breaches have heightened my awareness about my own personal data privacy.
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Figure 13: Recent news headlines about data security breaches have heightened my awareness about my own

personal data privacy

According to the results on figure 13, “recent news headlines about data security breaches have
heightened my awareness about my own personal data privacy”, the majority of younger consumers
and almost all older consumers agree that recent news headlines about data security breaches have
heightened the awareness about personal data privacy. 25% of younger and 26% of the older
consumers strongly agreed and 45% of younger consumers and 60% of older consumers somewhat
agreed with this statement. Only 13% of younger consumers somewhat disagreed and 1% of them
strongly disagreed. From older consumers 6% somewhat disagreed and none strongly disagreed
with the statement. 16% of younger consumers and 8% of older consumers neither agreed or

disagreed.

In question 7, the consumers were asked, how much control they feel they have when it comes to
data collection and sharing. Generally, the consumers did not feel they have much control and on a

scale from 1 to 10 the average in all questions was below 6.
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Figure 14: The average level of control in specific areas of data exchange

According to the results in figure 14, “the average level of control in specific areas of data exchange”,
areas of data exchange where consumers feel they have some control are preventing companies
from collecting information about them, compelling companies to delete any information about them
and managing personal privacy setting. Areas where consumers feel they have only little control are
ensuring brands use data for the purpose that was initially agreed to, choosing the benefits or
rewards received in return for sharing personal data and preventing companies from sharing their
data to third parties.

When comparing the results between younger and older consumers, the results show hardly any
difference in opinions on how much control consumers have in data collection and sharing. In
average, the younger consumers rated the level of control in preventing companies from collecting
information about them as 4,9 and older consumers 4,7. The average of the level of control in
preventing companies from sharing information for 3" parties for both groups were 4,3. The average

of the level of control in being able to compel a company to delete any information they have about
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and individuals was 5,3 for younger consumers and 5,6 for older consumers. the level of concern in
ensuring brands use data for the purposes that data subject initially agreed to was in average 4,0 for
both groups. The average, the level of control in choosing the benefits or rewards received in return
for sharing data with companies was for younger consumers 3,4 and for older consumers 3,3. Finally,
when asked about the level of control in managing the privacy setting that allow to choose how much

data is shared the average for younger consumers was 5,6 and for older consumers 5,1.

4.2.3 Perceptions in personal data privacy

Questions 8, 9, 10 and 11 aim to compare the perceptions in personal data privacy between younger

and older consumers.

In question 8 the consumers were asked what actions they have taken within the past year to secure
their data. As seen in the figure 15 below, the most common actions were adjusting the privacy
settings on phone and social media as well as deleting or not downloading specific apps or visited
websites that were not trustworthy when it comes to privacy. Surprisingly, many of the respondents
had taken even multiple actions to protect their privacy and only 3% had not taken any of actions to

secure their privacy online.

When comparing the results between younger and older consumers, the older consumers generally
were taking more action to secure the privacy of their data by adjusting privacy settings or doing
other pre-empt action, only expectation being adjusting the privacy settings on social media, which
might be explained by the fact that the overall use of social media is more common among younger
consumers. In contrast, the software’s for blocking ads or online tracking were mainly used only by

younger consumers.
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Figure 15: Actions taken to protect personal data

In question 9, consumers were asked about different personal information they were willing to share
with companies to be analysed in their software programs in order to send targeted advertisements
or coupons to them. As seen in the figure 16, the results show that consumers majority of consumers

were willing to share some of their information and only a little more than 30% of both younger and
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older consumers said they would not like to share any of the mentioned information. About half of
the respondents were comfortable in sharing their purchase history and about one third were willing
to share their demographic information. However, only a small part of the respondents was willing to
share their online search history and or social media postings. None of the respondents would like

to share the content of their emails.
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The content of your emails
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Figure 16: Activities that consumers would allow companies to analyse by using software programs in order to

send targeted advertisements or coupons

When comparing the results, the younger consumers seemed to be more willing to share their
demographics, online search history and social media content where the older consumers were

willing to share their online purchase history.

In question 10, consumers were asked about things that increase their trust in companies in

protection their personal information online, most part of the respondents agreed with all of the

options.

37

www.manaraa.com




0% 20% 40% 60% 80% 100%

Control over what information can 84%

and cannot be accessed or shared 96%

Clearly stating how consumer data 80%
will be used each time data is

: Y : : 87%
collected and asking for consent

You can easily change your privacy

settings 77%

More transparent data security

policies (e.g., the precautions

taken to prevent someone from

stealing personal information)

More easily understandable

co
»
=)

privacy policies (e.g., the ways

. 0,
companies use and share personal 81%

information).

None of the above increases my

trust.

@ Younger consumers @ Older consumers
Figure 17: Factors that increase consumers trust in companies in protecting personal information when online

As seen in the figure 17, 84% of the younger consumers and as high as 96% of older consumers
said that control over what information can and cannot be accessed or shared would increase their
trust. Also, 80% of the younger consumers and 87% of older consumers said that clearly stating how
consumer data will be used each time data is collected and asking for consents would increase their
trust. 88% of younger consumers and 77% of older consumers said that the ability to easily change
the privacy settings increase their trust. However, when asked about the transparent data security
policies, only 58% of the younger consumers and 53% of older consumers said this would increase
their trust. In contrast, when asked about more easily understandable privacy policies, 86% of
younger consumers and 81% of older consumers said it would increase their trust. Only 3% of the
younger consumers and none of the older consumers thought none of the options would increase

their trust.

When comparing the results between younger and older consumers, the results were quite similar

but younger consumers valued more the ability to change privacy settings and nearly all of the
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consumers thought that the control over what information can and cannot be accessed or shared

would increase their trust.

In question 11, consumers were asked about their general attitudes on data privacy when making
purchasing decisions. Generally, majority of consumers were more likely to purchase from
companies who protect their information and would avoid purchasing from companies who they did
not believe protect their information. According to the results, even a single data breach would impact
consumers likelihood to buy from a company in the future, neither were the consumers that forgiving
on the data breaches. The opinion of believing that most companies adequately protect consumers
had difference in the opinions, some had even a strong response of non-agreement while some felt
that companies in fact were protecting their information effectively. However, the consumers did not

know which companies best protect their information.

| am more likely to purchase from companies that | believe protect my personal information.
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Figure 18: I am more likely to purchase from companies that I believe protect my personal information

The results in figure 18, “I am more likely to purchase from companies that | believe protect my
personal information”, show that as high as 33% of younger consumers and 43% of older consumers
strongly agree and 46% of younger consumers and 42% of older consumers somewhat agree with
that they are more likely to purchase from companies that they believe protects their personal
information. Only 15% of both younger and older consumers neither agreed or disagreed and 6% of

younger consumers somewhat disagreed with this statement.
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| avoid purchasing from companies that | do not believe protect my personal information.
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Figure 19: I avoid purchasing from companies that I do not believe protect my personal information

Similarly, the results in figure 19, “l avoid purchasing from companies that | do not believe protect
my personal information”, show that 36% of the younger consumers and 47 % of the older consumers
strongly agreed and 41% of younger consumers and 36% of older consumers somewhat agreed
with that they avoid purchasing from companies that they do not believe protect their personal
information. Only 4% of the older consumers somewhat or strongly disagreed and 13% neither
agreed or disagreed. From younger consumers 1% strongly disagreed, 12% somewhat disagreed

and 10% neither agreed or disagreed.

Even a single data breach would negatively impact my likelihood to buy from a company in the future.
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Figure 20: Even a single data breach would negatively impact my likelihood to buy from a company in the future
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According to figure 20, “even a single data breach would negatively impact my likelihood to buy from
a company in the future”, data security seems to be an important factor for both groups. From
younger consumers 32% strongly agreed and 45% somewhat agreed with that even a single data
breach would negatively impact their likelihood to buy from a company in the future. From older
consumers 47% strongly agreed and 45% somewhat agreed with this. Only 12% of younger
consumers and 6% of older consumers neither agreed or disagreed. Still, 11% of younger
consumers somewhat disagreed with the statement but only 2% of the older consumers showed any

disagreement.

| would be forgiving of a company that had one single data breach of my personal data as long as they quickly addressed the issue.
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Figure 21: I would be forgiving of company that had one single data breach of my personal data as long as they

quickly addressed the issue

The results in figure 21, “I would be forgiving of company that had one single data breach of my
personal data as long as they quickly addressed the issue”, show that big part of the consumers was
not very forgiving with data breached and 12% of younger consumers strongly disagreed and 20%
somewhat disagreed. From older consumers 4% strongly disagreed and 21% somewhat disagreed
with the statement. Still, 49% of older consumers and 39% of younger consumers somewhat agreed
with the statement and 6% of younger consumers strongly agreed. 23% of younger consumers and

26% of older consumers neither agreed or disagreed.
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| believe most companies are adequately protecting my personal information.
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Figure 22: I believe most companies are adequately protecting my personal information
According to figure 22, “I believe most companies are adequately protecting my personal

information”, consumers are not that sure whether they generally believe that companies are
protecting their information. 12% of younger consumers and 8% of older consumers strongly
disagreed with this statement and 31% of younger consumers and 28% of older consumers
somewhat disagreed. In comparison, 36% of younger consumers and 28% of older consumers
somewhat agree and only 4% of younger consumers and 2% of older consumers strongly agreed

with this. 17% of younger consumers and 34% of older consumers neither agreed or disagreed.

| know which companies best protect my personal information.
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Figure 23: I know which companies protect my personal information

42

www.manaraa.com



The results in figure 23, “| know which companies protect my personal information”, show that
consumers generally don’t know which companies best protect their personal information and 28%
of both younger and older consumers strongly felt they did know which companies best protect their
information. Also 33% of younger consumers and 23% older consumers somewhat disagreed. Only
10% of younger consumers and 17% of older consumers somewhat agreed with that they knew
which companies best protect their information. 29% of younger consumers and 32% neither agreed

nor disagreed.

As a conclusion for questions regarding perceptions of personal data privacy, there seems to be
some uncertainty in how consumers feel about companies when it comes to data protection. It seems
to be an important factor for both younger and older consumers, however many of them are not sure
which companies best protect their information. When comparing the attitudes between younger and
older consumers, it seems that the data security is a bit more important for older consumers when
interacting with companies, at the same time older consumers were more forgiving of possible data
breaches. Both groups did show uncertainty on whether they felt that companies are adequately
protecting their information and also were generally not sure which companies best protect their

information.

4.2.4 Awareness of specific data protection laws

Questions 12 and 13 aim to compare the awareness of specific data protection laws between

younger and older consumers.
In question 12, the consumers were asked whether they were aware of the General Data Protection
Regulation (GDPR) regulation or not. In figure 24, the results show that most of the consumers are

aware about GDPR. Only 19% of the younger and 13% of the older consumers did not know what

about the GDPR or were not sure if they knew.
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Figure 24: Awareness of the General Data Protection Regulation (GDPR)

When comparing the results between younger and older consumers, it seems that the both younger
and older consumers were aware of the new regulation and there is not much difference in the results

between the two groups, although the older consumers showed slightly more familiarity with GDPR.

In question 13, consumers were asked whether they were aware of the EU ePrivacy regulation or
not. As seen in the figure 25, the results suggest that the consumers are less aware of the ePrivacy
regulation than about the GDPR. However, many was not sure about this question and this could
refer to the fact that they are aware of the upcoming legal updates but are not aware of the name of

the legislation.
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Figure 25: Awareness of the ePrivacy Regulation (ePR)

When comparing the results between younger and older consumers, it seems that the younger
consumers are a little more familiar with the ePrivacy regulation. Similar to the results regarding
GDPR, there is no significant difference between the two groups. There was also a mentionable part
that was not uncertain whether they were familiar with the ePR, especially among older consumers.
Due to this, the difference between the younger and older consumers who did not know about ePR

was only 7%.

We can conclude that when it comes to awareness of specific data protection laws there is no notable
difference between younger and older consumer, however older consumers seemed to be a little bit

more familiar with the GDPR, where younger consumers were with the ePR.

4.3 Analysis of variance

The survey results and the variance of the results between younger and older consumers were
analysed with analysis of variance (ANOVA). In Appendix 3: ANOVA analysis results, the
hypotheses testing results are presented, where we either reject the null hypothesis when p-value is
less or equal to the critical value 0.05 or fail to reject the null hypothesis when p-value is more to the
critical value 0.05. Questions 8, 9 and 10 were not possible to analyse with ANOVA and therefore

more descriptive approach was used.
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4.3.1 Difference in concerns over online privacy
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Figure 26: Analysis of variance in question 4

Question 4 “How important is each of the following to you?” consisted of three different statements.
The results in Appendix 3, show that the p-value for the first statement “Your personal information
(e.g. photos, calendar, contacts) on your computer, smartphone or tablet can only be accessed with
your permission’.” is 0.125 and based on that we fail to reject the null hypothesis. The p-value for
the second statement “The confidentiality of your emails and instant messages is guaranteed” is
0.631 and based on that we fail to reject the null hypothesis. However, the p-value for the third
statement “Tools for monitoring your activities online (such as cookies) can only be used with your

permission” is 0.028 and based on this the null hypotheses can be rejected.
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On a scale from 1 to 10, how concerned are you about data privacy online these days. 1 is 'not
at all concerned’ and 10 is 'very concerned’.
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Figure 27: Analysis of variance in question 5

As seen in Appendix 3, the p-value for the question 5 “On a scale from 1 to 10, how concerned are
you about data privacy online these days. 1 is ‘not at all concerned’ and 10 is ‘very concerned’.” is

0.109 and based on that we fail to reject the null hypothesis.

4.3.2 Difference in attitudes towards data privacy

5 . [ - S
. |
N (Of L) I hd
2 i p— N A —
1 o o ) l J—
S d\ Q& @ e
NP N \2 (\\0 ;N e 7%
@? e
2 <<\"" Ne® °g<<\’°“2\e S5 B @ @“\*6 @ o e,o\(\%@?:\;
09 O et S e M e® 28 A O\
\\ \'&\ (‘ \‘\0 N Q l8) %Q NMINS) ‘(\’b A\ 6\ %00 \\0
45‘ N o % @ o (4T B ?° 0 o2
0 E Ry 0° OF 0 Qo W @\62’6\ 06"\0 o\ee‘%o W® o
\° ¢} Te? o«\ G P L8 P P «°
) o 2% & A e
P M

m Age of respondent:Older consumers (N=47)

B Age of respondent:Younger consumers (N=69)
Figure 28: Analysis of variance in question 6
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Question 6, “How much do you agree or disagree with the following statements?” consisted of six
different statements. The results in Appendix 3, show that the p-value for the first statement “Sharing
data and personal information online is part of the modern economy” is 0.030 and based on this the
null hypotheses can be rejected. The p-value for the second statement “The exchange of personal
information is essential for the smooth running of modern society.” is 0.255 and based on that we
fail to reject the null hypothesis. The p-value for the third statement “On the whole | am happy with
the amount of personal information | give to companies” is 0.425 and based on that we fail to reject
the null hypothesis. The p-value for the fourth statement “Today, | feel more aware of how my data
is used and collected than in the past” is 0.935 and based on that we fail to reject the null hypothesis.
The p-value for the fifth statement “Today, | feel more comfortable with the idea of exchanging some
personal data with companies than | did previously” is 0.511 and based on that we fail to reject the
null hypothesis. The p-value for the sixth statement “Recent news headlines about data security
breaches have heightened my awareness about my own personal data privacy” is 0.140 and based

on that we fail to reject the null hypothesis.
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Figure 29: Analysis of variance in question 7

In question 7, “On a scale from 1 to 10, how much control do you think you have over the following.”
consisted of six different actions. The results in Appendix 3, show that the p-value for the first point
“Preventing companies from collecting information about me” is 0.709 and based on this the null
hypotheses can be rejected. The p-value for the second point “Preventing companies from sharing

my information with 3rd parties” is 0.999 and based on this the null hypotheses can be rejected. The
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p-value for the third point “Being able to compel a company to delete any information they have
about me” is 0.636 and based on this the null hypotheses can be rejected. The p-value for the fourth
point “Ensuring brands use my data for the purpose | initially agreed to” is 0.925 and based on this
the null hypotheses can be rejected. The p-value for the fifth point “Choosing the benefits or rewards
| receive in return for sharing my data with companies” is 0.879 and based on this the null hypotheses
can be rejected. The p-value for the sixth point “Managing the privacy settings that allow me to
choose how much data | choose to share” is 0.179 and based on this the null hypotheses can be

rejected.

4.3.3 Difference in perceptions of personal data privacy

In question 8 the consumers were asked what actions they have taken within the past year to secure
their data. The results show that there are some differences. Older consumers seem to mainly
protect their personal data privacy with preventative measures and by putting more attention to
privacy agreements than younger consumers, while younger consumers find the ad-blocking
software or software that prevent tracking and adjusting the privacy settings an effective way of

personal data privacy protection.

In question 9, consumers were asked about different personal information they were willing to share
with companies to be analysed in their software programs in order to send targeted advertisements
or coupons to them. The results show that there are some differences. Younger consumers seem to
be more open for sharing data about their online activities, but older consumers were more

comfortable of sharing their purchasing history.

In question 10, consumers were asked about things that increase their trust in companies in
protection their personal information online, most part of the respondents agreed with all of the
options. The results show that there are some differences. Older consumers seem to expect more
transparency from company’s side, where younger consumers want to have more control over data

sharing.

49

www.manaraa.com



m Age of respondent:Older consumers (N=47)
M Age of respondent:Younger consumers (N=69)

Figure 30: Analysis of variance in question 11

Question 11, “How much do you agree or disagree with the following statements?” consisted of six
different statements. The results in Appendix 3, show that the p-value for the first statement “I am
more likely to purchase from companies that | believe protect my personal information.” is 0.177 and
based we fail to reject the null hypothesis. The p-value for the second statement “| avoid purchasing
from companies that | do not believe protect my personal information” is 0.186 and based on that
we fail to reject the null hypothesis. The p-value for the third statement “Even a single data breach
would negatively impact my likelihood to buy from a company in the future” is 0.018 and based this
we can reject the null hypothesis. The p-value for the fourth statement “I would be forgiving of a
company that had one single data breach of my personal data as long as they quickly addressed the
issue.” is 0.554 and based on that we fail to reject the null hypothesis. The p-value for the fifth
statement “| believe most companies are adequately protecting my personal information.” is 0.843
and based on that we fail to reject the null hypothesis. The p-value for the sixth statement “I know
which companies best protect my personal information.” is 0.389 and based on that we fail to reject

the null hypothesis.

4.3.4 Difference in awareness of specific data privacy laws
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Figure 31: Analysis of variance in questions 12 and 13

In question 12 “Are you aware of the General Data Protection Regulation (GDPR) that entered into
force in May 20187?” based on the results, as seen in Appendix 3, the p-value is 0.390 and therefore
we fail to reject the null hypothesis. Similarly, in question 12 “Are you aware of the EU ePrivacy
regulation that is likely to enter into force in 2019?” based on the results, as seen in Appendix 3, the

p-value is 0.087 and therefore we fail to reject the null hypothesis.

4.4 Summary of findings

The aim of the research is to explore the differences in attitudes towards data privacy between
younger and older consumers. Although the results show that in most cases there is no significant
difference between the younger and older consumers, in three statements there was a significant
difference. When comparing the results of younger and older consumers, the results show that
younger consumers put less the importance of permissions for tools and monitoring of activities
online. Younger consumers also agree more with the statement that sharing data and personal

information online is part of the modern economy did result significant difference but do not feel that

We can conclude that there are some differences and main differences in attitudes towards data
privacy between younger and older consumers lie on online privacy concerns, attitudes towards data
exchange and perception of personal data privacy but not in awareness of specific data protection

laws. In addition to this, some questions in relation to perceptions of personal data privacy could not
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be analysed with ANOVA and therefore more descriptive approach was used. Based on the results
we can suggest that younger consumers find the ad-blocking software or software that prevent
tracking and adjusting the privacy settings an effective way of personal data privacy protection.
Younger consumers also seemed to be more open for sharing data about their online activities, but
older consumers were more comfortable of sharing their purchasing history. Furthermore, Older
consumers seemed to expect more transparency from company’s side, where younger consumers

want to have more control over data sharing.

4.5 Discussion

In this chapter, the findings are discussed with regard to research question and earlier studies.
Explanation of results on each question is given considering whether the results were expected or if

there were anything unexpected or unusual trends.

Generally, the consumers are very concerned about their privacy online. Information confidentiality
is increasingly important for consumers. Consumers want to have control over what information is
collected about them and therefore their permission should be asked anytime their personal
information is accessed. Suggestively, there are some differences in concerns over online privacy
between younger and older consumers. According to Direct Marketing Association (DMA 2018),
younger consumers are less concerned about online privacy and are more likely to adopt pragmatic
or unconcerned attitude. However, the results from this study suggests that younger consumers put

less the importance of permissions for tools and monitoring of activities online.

Consumers feel they have only little or almost no control over their personal data but seem to be
more aware of how data is used and collected than earlier. Consumers understand the importance
of data exchange and feel that exchange of personal information is essential for the smooth running
of modern society. There have been multiple unfortunate data breaches lately and as it turns out,
the recent news headlines about data security breaches seemed to have heightened awareness
about personal data privacy among consumers. It was expected that there are some differences in
attitudes towards data exchange between younger and older consumers. Direct Marketing
Association (DMA 2018), younger consumers are more comfortable with sharing their data for
companies, but the results from this study show that the difference rather lies on that younger
consumers agree more with the statement that sharing data and personal information online is part

of the modern economy.

Consequential to the increased awareness of data privacy, the consumers are acting to secure their

personal data. More than half of the consumers stated that they have adjusted the privacy settings
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on their phone and social media sites. Many have also deleted or not downloaded specific
applications and not visited particular websites due to privacy concerns. However, not many seemed
to have disabled cookies which could be explained due to the fact that most consumers see data
exchange as a necessary in the modern society. Study by Deloitte University Press’ (Conroy &
Milando & Narula & Singhai 2014) suggest that younger consumers take more proactive action to
protect their data than older consumers. However, the results from this study propose that the two
age groups take different approach in securing their personal data. Older consumers seem to mainly
protect their personal data privacy with preventative measures and by putting more attention to
privacy agreements than younger consumers, while younger consumers find the ad-blocking
software or software that prevent tracking and adjusting the privacy settings an effective way of

personal data privacy protection.

Even though consumers say they prefer personalised content over any other type of content, there
is some hesitation on sharing personal online activities for companies to analyse by using software
programs in order to send targeted advertisements. Small part even states that the they would not
be willing to share any information about their activities. In contrast, majority of consumers are willing
to share some information such as purchasing history and demographics, but only small part would
share their online search history or social media postings. What consumers are not comfortable to
share is the content of their emails, as it is probably the most private source of information in this
case. Younger consumers seem to be more open for sharing data about their online activities, yet

older consumers are more comfortable of sharing their purchasing history.

Consumers expect companies to be open of how they collect, use and share data. Transparency
over how data is collected and used as well as giving consumers control over what information can
and cannot be accessed or shared increases their trust in companies in protection their personal
information online. Older consumers expect more transparency from company’s side, where younger
consumers want to have more control over data sharing. Consumers want that companies clearly
state how data is used and ask consents each time data is collected. The consumers also want to

have the possibility to easily change their privacy settings and easily understandable privacy policies.

Data privacy plays an important role in the purchasing decision of consumers. It is notable that
consumers are more likely to purchase from companies that they believe protect their personal
information. The trust in a business is an important factor in consumers’ willingness to share data
and they expect companies to adequately protect their information they wish to share with them. To
build consumer trust it is important for businesses to safeguard customer data and take a proactive

approach to data protection. As expected, there was some differences in the attitudes between
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younger and older consumers and the results show that younger consumers less agreed with the
statement that even a single data breach would negatively impact consumers’ likelihood to buy from

a company in the future.

Most consumers seem to be aware of the latest data protection regulation GDRP but not many is
yet familiar with ePR. Unexpectedly, there was no significant differences in the in awareness of
specific data protection laws between younger and older consumers. Although Direct Marketing
Association (DMA 2018) did suggest that younger consumers are more familiar with the GDPR than

older consumers, such conclusion could not be made with this study.

Finally, by reviewing the results on each sub-question the main research question can be answered.
Based on the earlier studies it was expected that there are differences in attitudes towards data
privacy between younger and older consumers. The results from this study is somewhat opposing
for the earlier researched. There were couple of cases were results suggest a significant difference
between the two age groups, but these were different from the results of earlier researches. In any
case, it can be concluded that there are some differences in consumers’ attitudes towards data
privacy between younger and older consumers. First of all, younger consumers did not find it as
important that tools for monitoring your activities online can only be used with your permission and
suggest that younger consumers are not as concerned about online tracking than older consumers.
Similarly, younger consumers agreed more that sharing data and personal information online is part
of the modern economy, which suggests that younger consumers are somewhat more accepting of
the sharing of personal information, which could be explained with the theory of “digital natives” that
was presented in the literature review. Finally, the results suggest that there is a significant difference
on the agreement that even a single data breach would negatively impact my likelihood to buy from
a company in the future. Younger consumers had not such strong agreement with this statement
and it suggests that a data breach would more negatively affect the customer relationship with older
consumers and younger consumers maybe puts more weight on the brand loyalty and overall

experience.

5 CONCLUSIONS, LIMITATIONS AND SUGGESTIONS FOR FURTHER
RESEARCH

In this chapter, a summary of the study is provided to highlight the main points of the research. After
this, general conclusions are made to reason the outcomes. In addition, research limitations are

overviewed to evaluate the validity of the data and reliability of the research. Finally, some
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suggestions for further research are presented to provide to further test the theory and gaps identified

in this research.

5.1 Summary

This study was conducted to investigate consumers’ attitudes towards data privacy that has been a
growing concern in recent years. Based on the earlier studies, there are differences in attitudes
towards data privacy between younger and older consumers. According to Direct Marketing
Association younger consumers feel they have more control over their data and show more
acceptance of data exchange. Similarly, the Deloitte University Press’ suggests that the willingness
to share information with companies differs by age. The older consumers show less confidence in
sharing personal information, but younger consumers are taking more protective actions to secure
their data. Similarly, the results suggest that the understanding for data protection laws is higher
among younger consumers than older consumers. Furthermore, younger consumers are most likely
to adopt pragmatic or unconcerned attitude. This study aims to research the effect of age on attitudes
towards data privacy between younger and older consumers. An online survey questionnaire was
conducted in order to collect data for statistical analysis. Analysis of variance was used to compare
the results between younger and older consumers and to identify whether there is a significant
difference in the results. As it turns out, there are some differences in the attitudes towards data
privacy between younger and older consumers in relation to online privacy, data exchange and
perceptions in personal data privacy. These differences lie on the importance of tools and monitoring
activities online can only be used with permission, agreement on the statement that sharing data
and personal information online is part of modern economy and that even a single data breach would
negatively impact persons likelihood to buy from a company in the future. In addition, younger
consumers seem to take more proactive action to protect their personal data where older consumers

shift this responsibility to companies.

5.2 General conclusions

Consumer are concerned about their privacy online more than ever and data protection has become
an important factor in the purchasing decision of consumers. At the same time consumers are
increasingly aware of personal data privacy and companies need to insure their costumers’ data is
adequately protected. The transparency in how the company collects, manages and shares the
information is the key when building consumers’ trust. There are some differences in the attitudes
towards data privacy between younger and older consumers. Younger consumers, who are also

referred as the “digital natives”, see sharing of personal information online as a part of the modern
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economy and similarly do not put high importance on the consents whenever their activities are being
tracked online. Furthermore, younger consumers are not as worried about single data breaches and
assumedly but set more importance on general customer experience and brand loyalty. Finally,
younger consumers take more proactive action such as adjust their privacy settings and use data
security software’s to protect their personal data where older consumers shift this responsibility to

companies.

It is expected that the consumer product companies are benefiting on the knowledge gained from
this research and adjust their privacy policies in accordance to their customers’ preferences.
Companies should not be too pessimistic about the future but to communicate the benefits of sharing
data to consumers. When it comes to data exchange, the most important thing is trust, as it is an
important factor in consumers’ willingness to share data and the level of trust between company and
customer is based on a commitment to the quality of that customer experience. Consumer trust can
and should be won by allowing consumers to have more information and control over how their
personal data is used. The trust in a business is an important factor in consumers’ willingness to
share data, the consumers state they expect companies to adequately protect and secure their data
and they are more willing to share their personal information when companies are transparent about

data security and provide clear privacy policies.

These results do not only indicate the situation now, but from results of younger consumers it can
be predicted what direction are the attitudes going in the future as the generational shift will occur. It
is expected that consumers’ growing awareness and critical attitude towards data privacy will be an
increasingly important factor in the processing of personal data in the future. Thus, both the law
makers and consumer product companies need to continue trying to balance the customer’s right to

privacy with the legitimate interests of companies and the rapid developments in technology.

5.3 Limitations

This study has some potential limitations, that affects its validity and reliability. These limitations are
divided into two groups: those that result from the methodology and those that result from issues

with the researcher.

Considerations conceming the survey research technique
First of all, there are some criticism on using Internet as a survey tool, as some argue that people
who can be reached for surveys on Internet are a representative sample of the broader population.

In this case, it is expected that people who are active online users have more experience and
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knowledge over data privacy and as the aim is to generalise a phenomenon within larger population,

the sample is somewhat bias sample for general population.

Considerations conceming the questionnaire design

The questionnaire design had some limitation as well. In the questionnaire, the age was divided into
groups and the respondents did not give out their exact age. Consequence there were some
limitations in the presentation of the results. Without this limitation there could for example Pearson’s
correlation coefficient could have been used to investigate the relationship between the two
variables, but in this case both variables should have been continuous. However, study could be
repeated by to get more coherent age information and this way get more possibilities for data

analysis.

Considerations conceming the delimitation

Due to the delimitation the study was conducted in Finland, therefore it is all respondents are Finnish
residents and the results in other countries may vary. However, at least the Western countries are
quite similar in regard to technological developments and culture and therefore the results may be
somewhat generalised in that sense. The research could also be repeated in another country to see
whether the results are similar. With more time and financial recourses, the study could be repeater
in another country and see whether the results are similar and thus the validity of data could be
increased. Although there was a good number of responses, when it comes to consumer studies,

the response rate is still fairly low in order to be generalised for all consumers.

Considerations conceming the sampling technique

Furthermore, there are some limitations in relation to the sampling technique. Convenience samples
often have a problem of self-selected bias because the respondent is interested of the subject. Due
to the limited resources, in this case the sample was selected trough researched personal
connections and therefore the sample is somewhat bias. Probably due to convenience sample, there
was an occurrence of low representation of men respondents as 15 % were men and 85 % women.
Therefore, the results are substantial and mainly based on the responses of women. As the results
may differ when the representation of genders is more balanced, the research could be repeated

with a better sample to see whether it makes a difference to the outcome.

Considerations conceming the analysis technique
The chosen analysis technique could not be used to test all the questions. Therefore, these
questions are analysed with more descriptive approach. Furthermore, in ANOVA comparison it is

more preferable that the samples are the same size. Although the desired number of respondents
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were reached in both groups, they were a bit different in size as 59% of the respondents belong to
the category of “younger consumers” and 41 % of “older consumers” and this might affect the

comparison.

5.4 Suggestions for further research

Finally, some suggestions for further research are presented. First of all, this study was conducted
to research the relationship between the age and consumers’ attitudes towards data privacy with
variance analysis. It is suggested further study this relationship with another analysis technique. The
same relationship could be tested with correlation calculation where statistical evaluation is made to
study the strength of the relationship between age and attitudes towards data privacy. In this case

the age cannot be divided into groups, but the variables should be continuous.

Furthermore, this research argues that as the younger have been living in the time of digital
revolution their technology adaption is much higher and this has an effect on the attitudes towards
data privacy. But could there be some other reasons that explain these differences? Thus, there is

a suggestion for a further study that is looking to explain the reasons causing the differences.

Furthermore, this research was conducted in Finland. The same research could also be repeated in
another country and see whether the results differ from the results in this study. This could maybe
evidence the consumers perceive privacy issues differently in different countries. In Europe, the EU
countries share common marketplace and legislation, therefore it would be interesting to investigate

if there are any differences in the attitudes towards data privacy between the EU countries.
As concluded in this study, it is expected that the attitudes towards data privacy has a major effect
on the customer-centric marketing strategies. Therefore, a qualitative study could be conducted to

research the managerial reaction to the results of this study and how they would adapt these

implications to their existing marketing strategies.
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APPENDICES

APPENDIX 1: WEB-QUESTIONNAIRE

Tutkimuskysely kuluttajien asenteista suhteessa tietosuojaan/

Survey research on consumers' attitudes towards data privacy

1. Vastaajan ikd/Age of respondent

a.

e ™0 a0 T

Alle 18/Under 18
18-24

25-34

35-44

45-54

55-64

65 tai yli/65 or over

En halua sanoa/Prefer not to say

2. Vastaajan sukupuoli/Gender of respondent

a.
b.

C.

Nainen/Female
Mies/Male

En halua sanoa/Prefer not to say

3. Vastaajan asuinmaa/Country of residence

a.
b.

C.

Suomi/Finland
Muu, mika/Other, what

En halua sanoa/Prefer not to say

4. Kuinka tarkeita seuraavat asiat ovat sinulle/

How important is each of the following for you?

(En ole varma/Not sure, Ei yhtdan tarkedad/Not at all important, Ei kovin tdrkeda/Not very

important, Melko tarkeda/Fairly important, Todella tarkedé/\Very important)

a.

Paasy henkildkohtaisiin tietoihisi (esim. kuvat, kalenteri, yhteystiedot)
tietokoneellasi, alypuhelimessasi tai tabletillasi on mahdollista vain sinun luvallasi/
Your personal information (e.g. photos, calendar, contacts) on your computer,

smartphone or tablet can only be accessed with your permission
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b. Sahkopostiesi ja pikaviestiesi yksityisyys on taattu/
The confidentiality of your emails and instant messages is guaranteed

c. Tydkaluja, joilla monitoroidaan kayttaytymistasi verkossa (kuten evasteet), on
mahdollista kayttada vain kun olet antanut niihin luvan/
Tools for monitoring your activities online (such as cookies) can only used with your

permission

5. Vastaa asteikolla 1-10, kuinka huolissasi olet tietoturvallisuudesta tana paivana. (71 on "en
lainkaan huolissani" ja 10 on "todella huolissani")/ On a scale from 1 to 10, how concerned
are you about data privacy online these days. 1 is ‘not at all concerned’ and 10 is ‘very

concerned’)

6. Kuinka samaa tai eri mielta olet seuraavien vaittamien kanssa?/
How much do you agree or disagree with the following statements?
(Taysin eri mieltd/Strongly disagree, Jokseenkin eri mieltd/Somewhat disagree, En samaa
enké eri mieltd/Neither agree nor disagree, Jokseenkin samaa mieltd/Somewhat agree,
Taysin samaa mieltd/Strongly agree)

a. Tietojen ja henkildtietojen jakaminen verkossa on osa nykytaloutta./

Sharing data and personal information online is part of the modern economy.

b. Tietojenvaihto on valttamatonta yhteiskunnan sujuvalle toiminnalle./

The exchange of personal information is essential for the smooth running of modern
society.

c. Yleisesti ottaen olen tyytyvainen siihen kuinka paljon henkilétietojani jaan yrityksille./
On the whole | am happy with the amount of personal information | give to
companies.

d. Tiedostan nykyaan paremmin, mita tietoja minusta kerataan ja mihin niita
kaytetaan./

Today, | feel more aware of how my data is used and collected than in the past.

e. Suhtaudun nykydan myonteisemmin tietojenvaihtoon yritysten kanssa kuin
aikaisemmin./

Today, | feel more comfortable with the idea of exchanging some personal data with
companies than | did previously.

f. Viimeaikojen uutisotsikot tietoturvallisuuden rikkomuksista ovat lisdnneet
tietoisuuttani omasta tietoturvastani./

Recent news headlines about data security breaches have heightened my

awareness about my own personal data privacy.
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7. Vastaa asteikolla 1-10, kuinka suureksi koet vaikutusmahdollisuutesi seuraavissa asioissa.
(1 on "minulla ei ole lainkaan mahdollisuutta” ja 10 on "minulla on tdysi mahdollisuus".)/
On a scale from 1 to 10, how much control do you think you have over the following. (1 is ‘/
don’t feel | have any control at all’and 10 is ‘I feel that | have complete control'.)

a. Estaa yritysta keraamasta tietoja minusta/
Preventing companies from collecting information about me

b. Estaa yritystad jakamasta tietojani kolmansille osapuolille/
Preventing companies from sharing my information with 3rd parties

c. Kaskea yritysta poistamaan minun tietoni/
Being able to compel a company to delete any information they have about me

d. Varmistaa, etta tietojani kaytetdan vain siihen tarkoitukseen mihin olen antanut
luvan/
Ensuring brands use my data for the purpose | initially agreed to

e. Paattaa eduista ja palkinnoista, joita saan vastikkeeksi tietojeni jakamisesta/
Choosing the benefits or rewards | receive in return for sharing my data with
companies

f. Hallinnoida tietosuoja-asetuksiani, jotka maarittavat mita tietoja itsestani jaan/
Managing the privacy settings that allow me to choose how much data | choose to

share

8. Oletko kuluneen vuoden aikana tehnyt jotain seuraavista suojellaksesi henkilétietojasi?
Valitse kaikki, jotka sopivat./
Within the past year, have you taken any of the following actions to protect your data?
Select all that apply.
a. Muokannut oman puhelimeni tietosuoja-asetuksia
Adjusted privacy settings on my phone
b. Muokannut sosiaalisen median palveluiden tietosuoja-asetuksia/
Adjusted privacy settings on social media
c. Antanut valheellisia tietoja itsestani yrityksille/
Provided fake information to companies
d. Poistanut evasteet kaytosta/
Disabled cookies
e. Kiinnittanyt erityistd huomiota yritysten sopimuksiin henkilétietojen kasittelyssa ja
yksityisyyden suojasta/

Paid close attention to privacy agreements
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f. Poistanut tai jattanyt lataamatta tiettyja sovelluksia/
Deleted or did not download specific apps
g. Jattanyt vierailematta tai sulkenut tietyn sivuston/
Not visited or closed a specific website
h. Jattanyt ostamatta tietyn tuotteen tai ostanut saman tuotteen toiselta tuotemerkilta/
Did not buy a certain product, or purchased the same product from a different brand
i. Hankkinut mainostenesto-ohjelman, joka estda ndkemasta mainoksia verkossa/
Obtained ad-blocking software that prevents from seeing the online adverts
j. Hankkinut ohjelman joka estaa verkkokayttaytymiseni seuraamisen/
Obtained software that prevents my online activities from being tracked
k. En ole tehnyt mitdan ylla mainituista/

| have not done any of the above

9. Mitd seuraavista asioista sallisit, yritysten analysoivan tietojarjestelmissaan, jotta he
voisivat lahettaa sinulle kohdistettuja mainoksia tai tarjouksia?/
Which of the following should companies be allowed to analyse using software programs in
order to send targeted advertisements or coupons? Select all that apply.
a. Ostohistoriasi/
Your purchase history
b. Demografiset tietosi (esim. Ika, sijainti, sukupuoli)/
Your demographic information (e.g. age, location, gender)
c. Selainhistoriasi/
Your online search history
d. Sosiaalisen median julkaisusi/
Your social media postings
e. Sahkopostiviestiesi sisalto/
The content of your emails
f. Ei mitdan ylla mainituista/

None of the above

10. Mitka seuraavista lisdavat luottamustasi yrityksen tietoturvallisuuteen henkilétietojesi
kasittelyssa asioidessasi verkossa? Valitse kaikki ne, jotka sopivat./
Which of the following increase your trust in companies in protecting your personal

information when online? Select all that apply.
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a. Sinulla on valta paattaa siita, mita tietoja sinusta saa tai ei saa kerata, kayttaa tai
jakaa./

Control over what information can and cannot be accessed or shared

b. Erillinen suostumus ja ilmoitus kayttotarkoituksesta aina, jos joudut luovuttamaan
henkil6tietojasi./

Clearly stating how consumer data will be used each time data is collected and
asking for consent

c. Pystyt helposti muuttamaan tietosuoja-asetuksiasi./

You can easily change your privacy settings

d. Lapinakyvat tietoturvatoimet (esim. mitd ennaltaehkaisevia toimia tehdaan
henkilotietojen suojelemiseksi)./

More transparent data security policies (e.g., the precautions taken to prevent
someone from stealing personal information)

e. Selkokieliset tietosuojakaytannét (esim. Miten yritys kayttaa ja jakaa henkilbtietoja)./
More easily understandable privacy policies (e.g. the ways company uses and
share personal information)

f.  Mikaan ylla mainituista ei lisda luottamustani./

None of the above increases my trust.

11. Kuinka samaa tai eri mielta olet seuraavien vaittdmien kanssa?/
How much do you agree or disagree with the following statements?
(Taysin eri mieltd/Strongly disagree, Jokseenkin eri mieltd/Somewhat disagree, En samaa
enké eri mieltd/Neither agree nor disagree, Jokseenkin samaa mieltd/Somewhat agree,
Taysin samaa mieltd/Strongly agree)
a. Ostan todennakdisemmin yrityksilta, joiden uskon suojelevan henkilétietojani./
I am more likely to purchase from companies that | believe protect my personal
information.
b. Valtan ostamista yrityksilta, joiden en usko suojelevan henkilétietojani./
| avoid purchasing from companies that | do not believe protect my personal
information.
c. Yrityksen yksittainenkin tietosuojarikkomus vaikuttaisi kielteisesti siihen, kuinka
todennakdisesti heiltd ostaisin jatkossa./
Even a single data breach would negatively impact my likelihood to buy from a
company in the future.
d. Olisin valmis antamaan anteeksi yritykselle, joka rikkoisi tietosuojavelvotteita, mutta

korjaisi asian valittomasti./
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| would be forgiving of a company that had one single data breach of my personal
data as long as they quickly addressed the issue.

e. Uskon, ettd useimmat yritykset suojelevat henkil6tietojani riittdvan hyvin./
| believe most companies are adequately protecting my personal information.

f. Tiedan, mitka yritykset suojaavat parhaiten henkilétietoja./

I know which companies best protect my personal information.

12. Oletko tietoinen EU:n yleisesta tietosuoja-asetuksesta (GDPR), joka astui voimaan
toukokuussa 2018?/Are you aware of the General Data Protection Regulation (GDPR) that
entered into force in May 20187 *

a. Kylla/Yes
b. En/No

c. En ole varma/Not sure

13. Oletko tietoinen EU:n ePrivacy-asetuksesta, joka todennakdisesti tulee voimaan vuonna

20197/ Are you aware of the EU ePrivacy regulation that is likely to enter into force in

2019?
a. Kylla/Yes
b. En/No

c. En ole varma/Not sure
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APPENDIX 2: SURVEY RESULTS

Kyselyn nimi: Kuluttajien asenteet ja kayttaytyminen suhteessa tietosuojaan

Raportin otsikko: Tutkimuskysely kuluttajien asenteista suhteessa tietosuojaan/

Survey research on consumers' attitudes towards data privacy

Naytetdan 116 vastaajaa kyselyn vastaajien kokonaismaarasta 120

1. Vastaajan ika/
Age of respondent

Younger consumers

Older consumers

n Prosentti n Prosentti | Yhteensa
Alle 18/Under 18 6 8,7% 0 0% 6
18-24 11 15,94% 0 0% 11
25-34 52 75,36% 0 0% 52
35-44 0 0% 17 36,17% 17
45-54 0 0% 18 38,3% 18
55-64 0 0% 8 17,02% 8
65 tai yli/65 or over 0 0% 4 8,51% 4
En halua sanoa/Prefer nottosay | 0 0% 0 0% 0
Yhteensa 69 47 116
2. Vastaajan sukupuoli/
Gender of respondent
Younger consumers | Older consumers
n Prosentti n Prosentti | Yhteensa
Nainen/Female 55 79,71% 43 91,49% 98
Mies/Male 13 18,84% 4 8,51% 17
En halua sanoa/Prefer notto say | 1 1,45% 0 0% 1
Yhteensa 69 47 116
3. Vastaajan asuinmaa/
Country of residence
Younger consumers | Older consumers
n ‘ Prosentti n ‘ Prosentti | Yhteensa
Suomi/Finland 69 | 100% 47 | 100% 116
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Muu, mika/Other, what 0 0% 0 0% 0
En halua sanoa/Prefer nottosay | 0 0% 0 0% 0
Yhteensa 69 47 116
4. Kuinka tarkeita seuraavat asiat ovat sinulle?/
How important is each of the following for you?
Paasy
henkil6kohtaisiin
tietoihisi (esim.
kuvat, kalenteri,
yhteystiedot)
tietokoneellasi,
alypuhelimessasi
tai tabletillasi on
mahdollista vain
sinun
luvallasi/Your
personal
information (e.g.
photos, calendar,
contacts) on your
computer,
smartphone or Ei yhtaan Ei kovin
tablet can only be En ole tarkeda/Not | tarkeaa/Not Melko Todella
accessed with varma/Not at all very tarkeaa/Fairly | tarkeaa/Very
your permission sure important important important important Yhteensa
Younger 0 0 0 13 56 69
consumers 0 % 0 % 18,84% 81,16% 0
0 0 0 4 43 47
Older consumers 0 % 0 % 8,51% 91,49% 0
Yhteensa 0 0 0 17 99 116
Sahkdpostiesi ja
pikaviestiesi
yksityisyys on
taattu/The
confidentiality of Ei yhtaan Ei kovin
your emails and En ole tarkeda/Not | tarkeaa/Not Melko Todella
instant messages | varma/Not at all very tarkeaa/Fairly | tarkeaa/Very
is guaranteed sure important important important important Yhteensa
Younger 0 0 0 3 66 69
consumers 0 % 0 % 4,35% 95,65% 0
0 0 0 3 44 47
Older consumers 0 % 0 % 6,38% 93,62% 0
Yhteensa 0 0 0 6 110 116
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-

Tyokaluja, joilla
monitoroidaan
kayttaytymistasi
verkossa (kuten
evasteet), on
mahdollista
kayttda vain kun
olet antanut niihin
luvan/Tools for
monitoring your
activities online

(such as cookies) Ei yhtaan Ei kovin
can only used En ole tarkeda/Not | tarkeaa/Not Melko Todella
with your varma/Not at all very tarkeaa/Fairly | tarkeaa/Very
permission sure important important important important Yhteensa
Younger 1 0 7 26 35 69
consumers 0 % 10,15% 37,68% 50,72% 0
0 0 2 12 33 47
Older consumers 0 % 4,26% 25,53% 70,21% 0
Yhteensa 1 0 9 38 68 116

5. Vastaa asteikolla 1-10, kuinka huolissasi olet tietoturvallisuudesta tana paivana. 1 on "en lainkaan
huolissani" ja 10 on "todella huolissani"./ On a scale from 1 to 10, how concerned are you about data privacy
online these days. 1 is ‘not at all concerned’ and 10 is ‘very concerned’.

Younger consumers | Older consumers
n Prosentti n Prosentti | Yhteensa
1 0 0% 0 0% 0
2 0 0% 0 0% 0
3 2 2,9% 1 2,13% 3
4 4 5,8% 1 2,13% 5
5 5 7,25% 2 4,25% 7
6 5 7,25% 3 6,38% 8
7 10 14,49% 6 12,77% 16
8 21 30,43% 11 23,4% 32
9 16 23,19% 17 36,17% 33
10 6 8,69% 6 12,77% 12
Yhteensa | 69 47 116

6. Kuinka samaa tai eri mielta olet seuraavien vaittamien kanssa?/
How much do you agree or disagree with the following statements?
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Tietojen ja
henkilttietojen
jakaminen
verkossa on osa
nykytaloutta./Sha
ring data and En samaa
personal enka eri
information mielté/Neit Jokseenkin Taysin
online is part of Taysin eri | Jokseenkin eri | her agree samaa samaa
the modern mieltad/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteen
economy. gly disagree | hat disagree disagree hat agree gly agree sa
Younger 2 11 12 40 4 69
consumers 15,94% 17,39% 57,97% 5,8% 0
6 11 8 19 3 47
Older consumers 23,4% 17,02% 40,43% 6,38% 0
Yhteensa 8 22 20 59 7 116
Tietojenvaihto
on
valttdmatonta
yhteiskunnan
sujuvalle
toiminnalle./T
he exchange
of personal
information is En samaa
essential for enka eri
the smooth mieltéd/Neith Jokseenkin Taysin
running of Taysin eri Jokseenkin eri er agree samaa samaa
modern mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteens
society. gly disagree hat disagree disagree hat agree gly agree a
Younger 1 6 16 34 12 69
consumers 8,7% 23,19% 49,27% 17,39% 0
Older 2 9 6 23 7 47
consumers 19,15% 12,77% 48,94% 14,89% 0
Yhteensa 3 15 22 57 19 116
Yleisesti
ottaen olen
tyytyvainen
siihen kuinka
paljon
henkilttietojan
i jaan
yrityksille./On
the whole |
am happy with En samaa
the amount of enka eri
personal mieltéd/Neith Jokseenkin Taysin
information | Taysin eri Jokseenkin eri er agree samaa samaa
give to mieltéd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteens
companies. gly disagree hat disagree disagree hat agree gly agree a
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Younger 6 21 14 24 4 69
consumers 30,43% 20,29% 34,78% 5,8% 0
Older 2 13 10 20 2 47
consumers 27,66% 21,28% 42,55% 4,26% 0
Yhteensa 8 34 24 44 6 116
Tiedostan
nykyaan
paremmin,
mita tietoja
minusta
kerataan ja
mihin niita
kaytetaan./Tod
ay, | feel more En samaa
aware of how enka eri
my data is mieltéd/Neith Jokseenkin Taysin
used and Taysin eri Jokseenkin eri er agree samaa samaa
collected than | mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltéd/Stron | Yhteen
in the past. gly disagree hat disagree disagree hat agree gly agree sa
Younger 1 14 5 31 18 69
consumers 20,29% 7,24% 44,93% 26,09% 0
Older 0 6 7 28 6 47
consumers 12,77% 14,89% 59,57% 12,77% 0
Yhteensa 1 20 12 59 24 116
Suhtaudun
nykyaan
myonteisemmin
tietojenvaihtoon
yritysten kanssa
kuin
aikaisemmin./To
day, | feel more
comfortable with
the idea of En samaa
exchanging enka eri
some personal mielté/Neit Jokseenkin Taysin
data with Taysin eri | Jokseenkin eri | her agree samaa samaa
companies than | | mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteen
did previously. gly disagree | hat disagree disagree hat agree gly agree sa
Younger 5 22 18 19 5 69
consumers 31,88% 26,09% 27,53% 7,25% 0
1 18 18 8 2 47
Older consumers 38,3% 38,3% 17,02% 4,25% 0
Yhteensa 6 40 36 27 7 116
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Viimeaikojen
uutisotsikot
tietoturvallisuuden
rikkomuksista ovat
lisdnneet
tietoisuuttani
omasta
tietoturvastani./Re
cent news
headlines about

data security En samaa
breaches have enka eri
heightened my Jokseenkin mieltd/Neit Jokseenkin Taysin
awareness about Taysin eri eri her agree samaa samaa
my own personal | mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteen
data privacy. gly disagree | hat disagree disagree hat agree gly agree sa
Younger 1 9 11 31 17 69
consumers 13,04% 15,94% 44,93% 24,64% 0
0 3 4 28 12 47
Older consumers 6,38% 8,51% 59,58% 25,53% 0
Yhteensa 1 12 15 59 29 116

7. Vastaa asteikolla 1-10, kuinka suureksi koet vaikutusmahdollisuutesi seuraavissa asioissa. 1 on "minulla
ei ole lainkaan mahdollisuutta" ja 10 on "minulla on taysi mahdollisuus"./
On a scale from 1 to 10, how much control do you think you have over the following. 1 is ‘| don’t feel | have
any control at all’ and 10 is ‘I feel that | have complete control'.

Estaa yritysta
kerddmasta
tietoja
minusta/Preven
ting companies
from collecting

information 1 | Yhteen
about me 1 2 3 4 5 6 7 8 9 0 sa
5 8 12 11 4 9 5 10 3 2 69
Younger 11,59 | 17,39 | 15,94 13,04 | 7,25 | 14,49 | 4,35
consumers % % % 5,8% % % % % 29% | 0
5 7 6 6 7 4 2 6 1 3 47
Older 14,89 | 12,77 | 12,77 | 14,89 | 8,51 425 | 12,77 | 2,13 | 6,38
consumers % % % % % % % % % 0
Yhteensé 10 15 18 17 11 13 7 16 4 5 116
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Estaa yritysta
jakamasta
tietojani
kolmansille
osapuolille/Preve
nting companies
from sharing my
information with

Yhteen
3rd parties 1 2 3 4 5 6 7 8 9 3

sé
69

WO =

Younger 8,69 | 26,09 | 18,84 869 | 7,25 | 4,35 | 4,35
consumers % % % 58% | 2,9% % % % %

oo

47

12,77 | 14,89 | 14,89 | 8,51 | 12,77 | 6,38 | 10,64 | 4,26
Older consumers % % % % % % % % 0% | 0

Yhteensa 16 12 25 20 8 8 9 10 5 3 116

Kaskea
yritysta
poistamaa
n minun
tietoni/Bei
ng able to
compel a
company
to delete
any
informatio
n they
have
about me 1 2 3 4 5 6
Younger 1 7 10 16 5 7 8 6
consumer | 10,15 | 14,49 | 23,19 10,14 | 11,59 1,45
s % % % 7,25% % % 8,7% %
Older 3 4 5 4 6 4 8 8
consumer 10,64 12,77 17,02 | 17,02 | 8,51 2,13
s 8,51% % 8,51% % 8,51% % % % % 0

Yhteens
a

8 69

~
o
(e =N

A#%—\co

1 47

Yhteensa 4 11 15 20 11 11 16 14 5 9 116

Varmistaa,
etta tietojani
kaytetaan
vain siihen
tarkoituksee
n mihin olen
antanut
luvan/Ensuri
ng brands
use my data
for the
purpose |

initially 1 | Yhteens
agreed to 1 2 3 4 5 6 7 8 9 0 a
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Younger 18,84 | 23,19 | 14,49 | 11,59 | 4,35 1,45 | 4,35
consumers % % % % % 8,7% | 2,9% % %

oo

47

Older 14,89 | 14,89 14,89 | 426 | 14,89 | 4,26 | 4,26
consumers % % 8,51% % % % % % 0% | O

Yhteensa 16 20 23 14 15 5 13 4 3 3 116

Paattaa eduista ja
palkinnoista, joita
saan vastikkeeksi
tietojeni
jakamisesta/Choo
sing the benefits
or rewards |
receive in return
for sharing my
data with
companies 1 2 3 4 5 6 7 8 9
18 10 14 7 8 4 4 1 3
Younger 14,49 | 20,29 | 10,14 | 11,59 145 | 435 | O
consumers % % % % 5,8% | 5,8% % % %
2
0

Yhteen
sa
69

oo -

(][]

11 12 7 4 5 2 2 2
25,53 | 14,89 10,64 | 4,25 | 4,26 | 4,26 | 4,26
Older consumers % % 8,51% % % % % % % | 0

47

Yhteensa 29 22 21 11 13 6 6 3 510 116

Hallinnoida
tietosuoja-
asetuksiani,
jotka
maarittavat
mita tietoja
itsestani
jaan/Managi
ng the
privacy
settings that
allow me to
choose how
much data |
choose to
share

Yhteen
sa
69

N
N
w
N
o
o
~
©
©

oo~

Younger 10,15 | 10,14 | 14,49 | 17,39 | 17,39 | 15,94
consumers | 5,8% % % % % % % 58% | 0%
4 2 11 3 6 6 6 5 3 1 47

Older 4,25 12,77 | 12,77 | 12,77 | 10,64 | 6,38 | 2,13
consumers % 23,4% | 6,38% % % % % % % 0

Yhteensa 6 6 18 10 16 18 18 16 7 1 116
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8. Oletko kuluneen vuoden aikana tehnyt jotain seuraavista suojellaksesi henkilttietojasi? Valitse kaikki,

jotka sopivat./

Within the past year, have you taken any of the following actions to protect your data? Select all that apply.

Younger Older Yhteenss
consumers consumers
Muokannut oman puhelimeni tietosuoja-asetuksia/Adjusted 41 31 72
privacy settings on my phone
Muokannut sosiaalisen median palveluiden tietosuoja- 59 36 95
asetuksia/Adjusted privacy settings on social media
Antanut valheellisia tietoja itsestani yrityksille/Provided fake 24 11 35
information to companies
Poistanut evasteet kaytdsta/Disabled cookies 26 20 46
Kiinnittanyt erityistd huomiota yritysten sopimuksiin
henkilotietojen kasittelyssa ja yksityisyyden suojasta/Paid 27 22 49
close attention to privacy agreements
Poistanut tai jattanyt lataamatta tiettyja sovelluksia/Deleted or 41 40 81
did not download specific apps
Jattanyt vierailematta tai sulkenut tietyn sivuston/Not visited or 45 36 81
closed a specific website
Jattanyt ostamatta tietyn tuotteen tai ostanut saman tuotteen
toiselta tuotemerkilta/Did not buy a certain product, or 21 14 35
purchased the same product from a different brand
Hankkinut mainostenesto-ohjelman, joka estaa nakemasta
mainoksia verkossa/Obtained ad-blocking software that 12 0 12
prevents from seeing the online adverts
Hankkinut ohjelman joka estaa verkkokayttaytymiseni
seuraamisen/Obtained software that prevents my online 15 2 17
activities from being tracked
En ole tehnyt mitdan ylla mainituista/l have not done any of the 2 0 2
above
Yhteensa 313 212 525

9. Mita seuraavista asioista sallisit, yritysten analysoivan tietojarjestelmissaan, jotta he voisivat [ahettaa

sinulle kohdistettuja mainoksia tai tarjouksia®?/

Which of the following should companies be allowed to analyse using software programs in order to send

targeted advertisements or coupons? Select all that apply.

Younger

Older

Yhteensa
consumers consumers
Ostohistoriasi/Your purchase history 30 27 57
Demografiset tietosi (esim. Ika, sijainti, sukupuoli)/Your 30 16 46
demographic information (e.g. age, location, gender)
Selainhistoriasi/Your online search history 6 3 9
Sosiaalisen median julkaisusi/Your social media postings 8 2 10
Sahkopostiviestiesi sisaltd/The content of your emails 0 0 0
Ei mitdan ylla mainituista/None of the above 24 16 40
Yhteensa 98 64 162

10. Mitka seuraavista lisdavat luottamustasi yrityksen tietoturvallisuuteen henkiltietojesi kasittelyssa
asioidessasi verkossa? Valitse kaikki ne, jotka sopivat./
Which of the following increase your trust in companies in protecting your personal information when online?
Select all that apply.
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Younger Older Yhteenss
consumers | consumers
Sinulla on valta paattaa siita, mita tietoja sinusta saa tai ei saa
kerata, kayttaa tai jakaa./Control over what information can and 58 45 103
cannot be accessed or shared
Erillinen suostumus ja ilmoitus kayttotarkoituksesta aina, jos
joudut luovuttamaan henkilétietojasi./Clearly stating how 55 41 9%
consumer data will be used each time data is collected and
asking for consent
Pystyt helposti muuttamaan tietosuoja-asetuksiasi./You can 61 36 97
easily change your privacy settings
Lapinakyvat tietoturvatoimet (esim. mita ennaltaehkaisevia
toimia tehdaan henkilétietojen suojelemiseksi)./More 40 o5 65
transparent data security policies (e.g., the precautions taken to
prevent someone from stealing personal information)
Selkokieliset tietosuojakaytannot (esim. miten yritys kayttaa ja
jakaa henkilétietoja)./More easily understandable privacy 59 38 97
policies (e.g., the ways companies use and share personal
information).
Mikaan ylla mainituista ei lisda luottamustani./None of the above 2 0 2
increases my frust.
Yhteensa 275 185 460
11. Kuinka samaa tai eri mielta olet seuraavien vaittamien kanssa?/
How much do you agree or disagree with the following statements?
Ostan
todennakdisem
min yrityksilta,
joiden uskon
suojelevan
henkilétietojani./
| am more likely
to purchase En samaa
from companies enka eri
that | believe mielta/Neith Jokseenkin Taysin
protect my Taysin eri Jokseenkin eri er agree samaa samaa
personal mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteen
information. gly disagree | hat disagree disagree hat agree gly agree sa
Younger 0 4 10 32 23 69
consumers 5,8% 14,49% 46,38% 33,33% 0
Older 0 0 7 20 20 47
consumers 0 % 14,9% 42,55% 42,55% 0
Yhteensa 0 4 17 52 43 116
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Valtan
ostamista
yrityksilta,
joiden en usko
suojelevan
henkilttietojan
i./l avoid
purchasing
from En samaa
companies enka eri
that | do not mieltéd/Neith Jokseenkin Taysin
believe protect | Taysin eri Jokseenkin eri er agree samaa samaa
my personal mieltéd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteens
information. gly disagree hat disagree disagree hat agree gly agree a
Younger 1 8 7 28 25 69
consumers 11,59% 10,15% 40,58% 36,23% 0
Older 1 1 6 17 22 47
consumers 2,13% 12,76% 36,17% 46,81% 0
Yhteensa 2 9 13 45 47 116
Yrityksen
yksittainenkin
tietosuojarikko
mus vaikuttaisi
kielteisesti

siihen, kuinka
todennakoisesti

heiltad ostaisin
jatkossa./Even

a single data
breach would
negatively En samaa
impact my enka eri
likelihood to mieltéd/Neith Jokseenkin Taysin
buy from a Taysin eri Jokseenkin eri er agree samaa samaa
company in the | mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteen
future. gly disagree | hat disagree disagree hat agree gly agree sa
Younger 0 8 8 31 22 69
consumers 11,6% 11,59% 44,93% 31,88% 0
Older 0 1 3 21 22 47
consumers 2,13% 6,38% 44,68% 46,81% 0
Yhteensa 0 9 11 52 44 116
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Olisin valmis
antamaan
anteeksi
yritykselle, joka
rikkoisi
tietosuojavelvott
eita, mutta
korjaisi asian
valittdmasti./|
would be
forgiving of a
company that
had one single

data breach of En samaa
my personal enka eri
data as long as mielté/Neit Jokseenkin Taysin
they quickly Taysin eri | Jokseenkin eri | her agree samaa samaa
addressed the mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteen
issue. gly disagree | hat disagree disagree hat agree gly agree sa
Younger 8 14 16 27 4 69
consumers 20,29% 23,19% 39,13% 5,8% 0
2 10 12 23 0 47
Older consumers 21,28% 25,53% 48,94% 0 % 0
Yhteensa 10 24 28 50 4 116
Uskon, etta
useimmat
yritykset
suojelevat
henkilttietojan
i riittdvan
hyvin./I
believe most
companies En samaa
are enka eri
adequately mieltéd/Neith Jokseenkin Taysin
protecting my Taysin eri Jokseenkin eri er agree samaa samaa
personal mieltéd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteens
information. gly disagree hat disagree disagree hat agree gly agree a
Younger 8 21 12 25 3 69
consumers 30,44% 17,39% 36,23% 4,35% 0
Older 4 13 16 13 1 47
consumers 27,66% 34,04% 27,66% 2,13% 0
Yhteensa 12 34 28 38 4 116
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Tiedan, mitka

yritykset
suojaavat
parhaiten
henkilétietoja./ En samaa
| know which enka eri
companies mielta/Neith Jokseenkin Taysin
best protect Taysin eri Jokseenkin eri er agree samaa samaa
my personal | mieltd/Stron | mieltd/Somew nor mieltd/Somew | mieltd/Stron | Yhteens
information. gly disagree hat disagree disagree hat agree gly agree a
Younger 19 23 20 7 0 69
consumers 33,33% 28,99% 10,14% 0 % 0
Older 13 11 15 8 0 47
consumers 23,4% 31,92% 17,02% 0 % 0
Yhteensa 32 34 35 15 0 116

12. Oletko tietoinen EU:n yleisesta tietosuoja-asetuksesta (GDPR), joka astui voimaan toukokuussa 20187/
Are you aware of the General Data Protection Regulation (GDPR) that entered into force in May 2018?

Younger consumers | Older consumers
n Prosentti n Prosentti | Yhteensa
Kylla/Yes 56 81,16% 41 87,24% 97
En/No 6 8,7% 3 6,38% 9
En ole varma/Not sure | 7 10,14% 3 6,38% 10
Yhteensa 69 47 116

13. Oletko tietoinen EU:n ePrivacy-asetuksesta, joka todennakdisesti tulee voimaan vuonna 20197/
Are you aware of the EU ePrivacy regulation that is likely to enter into force in 20197

Younger consumers | Older consumers
n Prosentti n Prosentti | Yhteensa
Kylla/Yes 15 21,74% 7 14,89% 22
En/No 43 62,32% 26 55,32% 69
En ole varma/Not sure | 11 15,94% 14 29,79% 25
Yhteensa 69 47 116
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APPENDIX 3: ANOVA ANALYSIS RESULTS

Variables F + P-value | Result

How important is each of the following for you?:Your personal information (e.g.
photos, calendar, contacts) on your computer, smartphone or tablet can only be 2.39

accessed with your permission (p=0.125) > 0.05
How important is each of the following for you?:The confidentiality of your emails | 0.23
and instant messages is guaranteed (p=0.631) > 0.05
How important is each of the following for you?:Tools for monitoring your 4.98
activities online (such as cookies) can only used with your permission (p=0.028) < 0.05

On a scale from 1 to 10, how concerned are you about data privacy online these | 2.61
days. 1is ‘not at all concerned’ and 10 is ‘very concerned’. (p=0.109) > 0.05

How much do you agree or disagree with the following statements?:Sharing data | 4.84
and personal information online is part of the modern economy. (p=0.030) < 0.05

How much do you agree or disagree with the following statements?:The
exchange of personal information is essential for the smooth running of modern 1.31

society. (p=0.255) > 0.05
How much do you agree or disagree with the following statements?:0n the whole | 0.64

| am happy with the amount of personal information | give to companies. (p=0.425) > 0.05
How much do you agree or disagree with the following statements?:Today, | feel | 0.01

more aware of how my data is used and collected than in the past. (p=0.935) > 0.05
How much do you agree or disagree with the following statements?:Today, | feel

more comfortable with the idea of exchanging some personal data with 0.44

companies than | did previously. (p=0.511) > 0.05
How much do you agree or disagree with the following statements?:Recent news

headlines about data security breaches have heightened my awareness about 2.21

my own personal data privacy. (p=0.140) > 0.05
On a scale from 1 to 10, how much control do you think you have over the

following. 1 is ‘I don’t feel | have any control at all’ and 10 is ‘I feel that | have 0.14

complete control'.:Preventing companies from collecting information about me (p=0.709) > 0.05

On a scale from 1 to 10, how much control do you think you have over the
following. 1 is ‘I don’t feel | have any control at all’ and 10 is ‘I feel that | have
complete control'.:Preventing companies from sharing my information with 3rd
parties 0 (p=0.999) | > 0.05

On a scale from 1 to 10, how much control do you think you have over the

following. 1 is ‘I don’t feel | have any control at all’ and 10 is ‘I feel that | have
complete control'.:Being able to compel a company to delete any information they | 0.23
have about me (p=0.636) > 0.05

On a scale from 1 to 10, how much control do you think you have over the

following. 1 is ‘I don’t feel | have any control at all’ and 10 is ‘I feel that | have
complete control'.:Ensuring brands use my data for the purpose | initially agreed 0.01
to (p=0.925) > 0.05

On a scale from 1 to 10, how much control do you think you have over the

following. 1 is ‘I don’t feel | have any control at all’ and 10 is ‘I feel that | have
complete control'.:Choosing the benefits or rewards | receive in return for sharing | 0.02
my data with companies (p=0.879) > 0.05
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On a scale from 1 to 10, how much control do you think you have over the
following. 1 is ‘I don’t feel | have any control at all’ and 10 is ‘I feel that | have

complete control'.:Managing the privacy settings that allow me to choose how 1.83

much data | choose to share (p=0.179) > 0.05
Within the past year, have you taken any of the following actions to protect your

data? Select all that apply.:Adjusted privacy settings on my phone N/A N/A
Within the past year, have you taken any of the following actions to protect your

data? Select all that apply.:Adjusted privacy settings on social media N/A N/A
Within the past year, have you taken any of the following actions to protect your

data? Select all that apply.:Provided fake information to companies N/A N/A
Within the past year, have you taken any of the following actions to protect your

data? Select all that apply.:Disabled cookies N/A N/A
Within the past year, have you taken any of the following actions to protect your

data? Select all that apply.:Paid close attention to privacy agreements N/A N/A

Within the past year, have you taken any of the following actions to protect your
data? Select all that apply.:Deleted or did not download specific apps N/A N/A

Within the past year, have you taken any of the following actions to protect your
data? Select all that apply.:Not visited or closed a specific website N/A N/A

Within the past year, have you taken any of the following actions to protect your
data? Select all that apply.:Did not buy a certain product, or purchased the same
product from a different brand N/A N/A

Within the past year, have you taken any of the following actions to protect your
data? Select all that apply.:Obtained ad-blocking software that prevents from
seeing the online adverts N/A N/A

Within the past year, have you taken any of the following actions to protect your
data? Select all that apply.:Obtained software that prevents my online activities

from being tracked N/A N/A
Within the past year, have you taken any of the following actions to protect your
data? Select all that apply.:l have not done any of the above N/A N/A

Which of the following should companies be allowed to analyse using software
programs in order to send targeted advertisements or coupons? Select all that
apply.:Your purchase history N/A N/A

Which of the following should companies be allowed to analyse using software
programs in order to send targeted advertisements or coupons? Select all that
apply.:Your demographic information (e.g. age, location, gender) N/A N/A

Which of the following should companies be allowed to analyse using software
programs in order to send targeted advertisements or coupons? Select all that
apply.:Your online search history N/A N/A

Which of the following should companies be allowed to analyse using software
programs in order to send targeted advertisements or coupons? Select all that
apply.:Your social media postings N/A N/A

Which of the following should companies be allowed to analyse using software
programs in order to send targeted advertisements or coupons? Select all that
apply.:The content of your emails N/A N/A

Which of the following should companies be allowed to analyse using software
programs in order to send targeted advertisements or coupons? Select all that
apply.:None of the above N/A N/A
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Which of the following increase your trust in companies in protecting your
personal information when online? Select all that apply.:Control over what
information can and cannot be accessed or shared N/A N/A

Which of the following increase your trust in companies in protecting your
personal information when online? Select all that apply.:Clearly stating how
consumer data will be used each time data is collected and asking for consent N/A N/A

Which of the following increase your trust in companies in protecting your
personal information when online? Select all that apply.:You can easily change
your privacy settings N/A N/A

Which of the following increase your trust in companies in protecting your

personal information when online? Select all that apply.:More transparent data
security policies (e.g., the precautions taken to prevent someone from stealing
personal information) N/A N/A

Which of the following increase your trust in companies in protecting your
personal information when online? Select all that apply.:More easily

understandable privacy policies (e.g., the ways companies use and share
personal information). N/A N/A

Which of the following increase your trust in companies in protecting your
personal information when online? Select all that apply.:None of the above
increases my ftrust. N/A N/A

How much do you agree or disagree with the following statements?:l am more 1.84
likely to purchase from companies that | believe protect my personal information. | (p=0.177) > 0.05

How much do you agree or disagree with the following statements?:l avoid 1.77
purchasing from companies that | do not believe protect my personal information. | (p=0.186) > 0.05

How much do you agree or disagree with the following statements?:Even a single
data breach would negatively impact my likelihood to buy from a company inthe | 5.74

future. (p=0.018) < 0.05
How much do you agree or disagree with the following statements?:| would be

forgiving of a company that had one single data breach of my personal data as 0.35

long as they quickly addressed the issue. (p=0.554) > 0.05
How much do you agree or disagree with the following statements?:| believe 0.04

most companies are adequately protecting my personal information. (p=0.843) > 0.05
How much do you agree or disagree with the following statements?:l know which | 0.75

companies best protect my personal information. (p=0.389) > 0.05
Are you aware of the General Data Protection Regulation (GDPR) that entered 0.74

into force in May 20187 (p=0.390) > 0.05
Are you aware of the EU ePrivacy regulation that is likely to enter into force in 2.98

20197 (p=0.087) > 0.05
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